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QUESTION 1

What are the four packet types that are used by EAP? (Choose four.) 

A. EAP Type 

B. EAP Request 

C. EAP Identity 

D. EAP Response 

E. EAP Success 

F. EAP Failure 

G. EAP Authentication 

Correct Answer: BDEF 

 

QUESTION 2

On a newly configured wireless network, client data is not reaching the foreign controller when a client needs to roam.
What port(s) should be verified as open? 

A. IP Protocol 97 

B. UDP port 166666 

C. TCP ports 443 and 80 

D. UDP ports 161 and 162 

Correct Answer: A 

 

QUESTION 3

Which two tools help to provide PCI compliance reports? (Choose two.) 

A. WLC 

B. WCS 

C. MSE 

D. Ekahau Site Survey 

E. AirMagnet WiFi Analyzer 

Correct Answer: BE 
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QUESTION 4

An engineer is responding to a man-in-the-middle attack and needs to enable security features to prevent such attacks
in the future. What security feature would prevent a man- in-the-middle attack? 

A. Management Frame Protection 

B. ACL 

C. Enable client and infrastructure MFP 

D. AAA Override 

Correct Answer: C 

 

QUESTION 5

Clients are continually bouncing between APs when a client is on or near the border of two APs. What RF parameter
should be adjusted? 

A. Minimum RSSI 

B. Hysteresis 

C. Adaptive Scan Threshold 

D. Transition Time 

Correct Answer: B 

 

QUESTION 6

The Cisco WLC v7.0 is configured for external authentication of the management access to the WLC itself using the
Cisco Secure ACS v4.2. The management user is limited to read access for all menu options except for full read/write
access to the WLAN menu options. 

Which two items are required in the Cisco Secure ACS network configuration to enable correct AAA? (Choose two.) 

A. AP IP address 

B. WLC virtual IP address 

C. WLC management IP address 

D. WLC AP management IP address 

E. hostname matching the WLC case-sensitive name 

F. authentication using RADIUS 

G. authentication using TACACS+ 
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Correct Answer: CG 

 

QUESTION 7

802.1X AP supplicant credentials have been enabled and configured on a Cisco WLC v7.0 in both the respective
Wireless>AP>Global Configuration location and AP>Credentials tab locations. What describes the 802.1X AP
authentication process when connected via Ethernet to a switch? 

A. Only WLC AP global credentials are used. 

B. Only AP credentials are used. 

C. WLC global AP credentials are used first; upon failure, the AP credentials are used. 

D. AP credentials are used first; upon failure, the WLC global credentials are used. 

Correct Answer: B 

 

QUESTION 8

Which three products are required to produce Cisco Clean Air Security reports? (Choose three.) 

A. WLC v7.0 

B. WCS v7.0 

C. MSE v7.0 

D. Spectrum Expert v4.0 

E. 1260 AP 

F. 3500 AP 

Correct Answer: ABF 

 

QUESTION 9

Select and Place: 
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Correct Answer: 

 

QUESTION 10

Which feature should an engineer select to implement the use of VLAN tagging, QoS, and ACLs to clients based on
RADIUS attributes? 

A. per-WLAN RADIUS source support 

B. client profiling 

C. AAA override 

D. captive bypassing 

E. identity-based networking 

Correct Answer: C 
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QUESTION 11

Which three actions must be completed to enable collaboration between a Cisco WLC and Cisco IPS? (Choose three.) 

A. Create a user account on the Cisco IPS for the Cisco WLC. 

B. Define the Cisco WLC as an allowed host on the Cisco IPS. 

C. Define the Cisco IPS as a CIDS sensor on the Cisco WLC. 

D. Create a Cisco IPS profile on the Cisco WLC. 

E. Configure the Cisco WLC to update the shunned client list from the Cisco IPS. 

F. Define a Cisco IPS profile to the WLAN in the Cisco WLC. 

Correct Answer: ABC 

 

QUESTION 12

Which EAP protocol(s) can be used by a controller-based AP on Ethernet for 802.1X authentication to a switch? 

A. EAP-LEAP 

B. EAP-FAST 

C. EAP-PEAP 

D. EAP-TLS 

E. 802.1X and EAP are not supported on AP-wired Ethernet 

Correct Answer: B 
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