www.Cert .comi i 48 https://www.certbus.com/642-648.html
CE RT ni1i1c NFY 2021 Latest certbus 642-648 PDF and VCE dumps Download

642-64895AS

Deploying Cisco ASA VPN Solutions (VPN v2.0)

Pass Cisco 642-648 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.certbus.com/642-648.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Cisco
Official Exam Center

After Purchase

Guarantee

Free Update SKTISFACTION GUARANTEEp
Satisfied Customers

Q00O

642-648 PDF Dumps | 642-648 Study Guide | 642-648 Exam Questions 1/20


https://www.certbus.com/642-648.html
https://www.certbus.com/642-648.html
https://www.certbus.com/642-648.html

www.CertBus.comin 4 https://www.certbus.com/642-648.html
CE RT ~11c NP 2021 Latest certbus 642-648 PDF and VCE dumps Download

QUESTION 1

Refer to the exhibit.
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A NOC engineer is in the process of entering information into the Create New VPN Connection Entry fields. Which
statement correctly describes how to do this?

A. In the Connection Entry field, enter the name of the connection profile as it is specified on the Cisco ASA appliance.
B. In the Host field, enter the IP address of the remote client device.

C. In the Authentication tab, click the Group Authentication or Mutual Group Authentication radio button to enable
symmetrical pre-shared key authentication.

D. In the Name field, enter the name of the connection profile as it is specified on the Cisco ASA appliance.
Correct Answer: D
http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/vpn_client46/win/user/guide/vc4.
html#wp1074766

Step 1 Start the VPN Client by choosing Start > Programs > Cisco Systems VPN Client > VPN Client.

Step 2 The VPN Client application starts and displays the advanced mode main window (Figure 4-1). If you are not
already there, open the Options menu in simple mode and choose Advanced Mode or press Ctrl-M.
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Step 4 Enter a unique name for this new connection. You can use any name to identify this connection; for example,
Engineering. This name can contain spaces, and it is not case-sensitive. Step 5 Enter a description of this connection.
This
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field is optional, but it helps further identify this connection.

For example, Connection to Engineering remote server. Step 6 Enter the hostname or IP address of the remote VPN
device you want to access.

Group Authentication

Your network administrator usually configures group authentication for you. If this is not the case, use the following
procedure:

Step 1 Click the Group Authentication radio button.
Step 2 In the Name field, enter the name of the IPSec group to which you belong. This entry is case-sensitive.

Step 3 In the Password field, enter the password (which is also case-sensitive) for your IPSec group. The field displays
only asterisks.

Step 4 Verify your password by entering it again in the Confirm Password field.

QUESTION 2

Cisco Secure Desktop seeks to minimize the risks that are posed by the use of remote devices in establishing a Cisco
clientless SSL VPN or Cisco AnyConnect VPN Client session. Which two statements concerning the Cisco Secure
Desktop Host Scan feature are correct? (Choose two.)

A. It is performed before a user establishes a connection to the Cisco ASA.

B. It is performed after a user establishes a connection to the Cisco ASA but before logging in.

C. Itis performed after a user logs in but before a group profile is applied.

D. Itis supported on endpoints that run a Windows operating system only.

E. It is supported on endpoints that run Windows and MAC operating systems only.

F. It is supported on endpoints that run Windows, MAC, and Linux operating systems.

Correct Answer: BF

DAP and Anti-Virus, Anti-Spyware, and Personal Firewall Programs The security appliance uses a DAP policy when the
user attributes matches the configured AAA and endpoint attributes. The Pre login Assessment and Host Scan modules

of Cisco Secure Desktop return information to the security appliance about the configured endpoint attributes, and the
DAP subsystem uses that information to select a DAP record that matches the values of those attributes. Most, but not
all,

anti-virus, anti-spyware, and personal firewall programs support active scan, which means that the programs are
memory-resident, and therefore always running. Host Scan checks to see if an endpoint has a program installed, and if
it is

memory resident as follows:

?If the installed program does not support active scan, Host Scan reports the presence of the software. The DAP

system selects DAP records that specify the program. ?If the installed program does support active scan, and active
scan is
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enabled for the program, Host Scan reports the presence of the software. Again the security appliance selects DAP
records that specify the program.

?If the installed program does support active scan and active scan is disabled for the program, Host Scan ignores the
presence of the software. The security appliance does not select DAP records that specify the program. Further, the
output

of the debug trace command, which includes a lot of information about DAP, does not indicate the program presence,
even though it is installed.

The following sequence outlines a typical remote access connection establishment.
1.

A remote client attempts a VPN connection.

2.

The security appliance performs posture assessment, using configured NAC and Cisco Secure Desktop Host Scan
values.

Operating system support

?Microsoft Windows 2000, Windows XP, or Windows Vista ?Macintosh OS X 10.4.6
?Linux (Redhat RHEL 3.0 +, FEDORA 5, or FEDORA 6)

3.

The security appliance authenticates the user via AAA. The AAA server also returns authorization attributes for the
user.

4,
The security appliance applies AAA authorization attributes to the session, and establishes the VPN tunnel.
5.

The security appliance selects DAP records based on the user AAA authorization information and the session posture
assessment information. 6. The security appliance aggregates DAP attributes from the selected DAP records, and they

become the DAP policy.

7. The security appliance applies the DAP policy to the session.

QUESTION 3

In which three ways can a Cisco ASA security appliance obtain a certificate revocation list? (Choose three.)
A FTP

B. SCEP

C. TFTP
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D. HTTP

E. LDAP

F. SCP

Correct Answer: BDE
CRLs

CRLs provide the ASA with one way of determining whether a certificate that is within its valid time range has been
revoked by the issuing CA. CRL configuration is part of configuration of a trustpoint.

You can configure the ASA to make CRL checks mandatory when authenticating a certificate by using the revocation-
check crl command. You can also make the CRL check optional by using the revocation-check crl none command,
which

allows the certificate authentication to succeed when the CA is unavailable to provide updated CRL data.

The ASA can retrieve CRLs from CAs using HTTP, SCEP, or LDAP. CRLs retrieved for each trustpoint are cached for a
configurable amount of time for each trustpoint.

When the ASA has cached a CRL for longer than the amount of time it is configured to cache CRLs, the ASA considers
the CRL too old to be reliable, or "stale." The ASA tries to retrieve a newer version of the CRL the next time that a

certificate authentication requires a check of the stale CRL.

The ASA caches CRLs for an amount of time determined by the following two factors:

?he number of minutes specified with the cache-time command. The default value is 60 minutes. ?he NextUpdate field
in the CRLs retrieved, which may be absent from CRLs. You control whether the ASA requires and uses the
NextUpdate

field with the enforcenextupdate command. The ASA uses these two factors in the following ways:

?f the NextUpdate field is not required, the ASA marks CRLs as stale after the length of time defined by the cache-time
command.?f the NextUpdate field is required, the ASA marks CRLs as stale at the sooner of the two times specified by

the cache-time command and the NextUpdate field. For example, if the cache-time command is set to 100 minutes and
the NextUpdate field specifies that the next update is 70 minutes away, the ASA marks CRLs as stale in 70 minutes.

QUESTION 4

Which statement regarding hashing is correct?

A. MD5 produces a 64-bit message digest.

B. SHA-1 produces a 160-bit message digest.

C. MD5 takes more CPU cycles to compute than SHA-1.

D. Changing 1 bit of the input to SHA-1 can change up to 5 bits in the output.

Correct Answer: B
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QUESTION 5
Match the protocol or port number on the left with the correct protocol or application on the right. (Not all items used.)

Select and Place:

IMatzh the protocol or port numoaer on the left with the correct protocol or application an the night. (Mot all items usad.) |

I[P Protacol 50 | ; MAT- raversal |
IP Pratocol 51 KE
ESP
UDP Paott 500
| [Psec over TCP |
UDP Part4500 e

TCP Port 10000

TCP Part 443

Correct Answer:

IMatzh the protocol or port numoer on the left with the correct protocol or application on the night. (Mot all items uszad.)

P UDP Port 4500

b

' o

I'—\! h

IP Protocol 51 o) UDP Poit 500

| IP Praotocol 50

| TCP Part 10000

TCP Part 443

QUESTION 6

An IT manager and a Security manager are discussing the deployment options for clientless SSL VPN. They are trying
to decide which groups are best suited for this new deployment option. Which two groups are the best candidates for
the clientless SSL VPN rollout? (Choose two.)

A. an IT administrator who needs to manage servers from a corporate laptop

B. employees who need occasional access to check their email accounts
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C. a vendor who needs access to confidential corporate presentations via Secure FTP
D. customers who need interactive access to the corporate invoice server

Correct Answer: BC

QUESTION 7
When configuring dead peer detection for remote-access VPN, what does the confidence level parameter represent?

A. It specifies the number of seconds the adaptive security appliance should allow a peer to idle before beginning
keepalive monitoring.

B. It specifies the number of seconds to wait between IKE keepalive retries.
C. The higher the number, the more reliable the link is.
D. It is determined dynamically based on reliability, uptime, and load.

Correct Answer: A

Chicago{config)# crypto map outside_map 10 set connection-type originate-only

ISAKMP Keepalives

The ISAKMP keepalives feature is a way to determine whether the remote VPN
peer is still reachable or there are any lingefing SAs (SAs that do not get cleared
properly). By default, Cisco ASA starts‘sending Dead Peer Detection (DPD)
packets after it stops receiving enerypted traffic over the tunnel from the peer. If
it does not hear from its peer for' 10 Seconds (confidence interval), it sends out a
DPD R_U THERE packef 1t keeps sending the R_U THERE packets every 2
seconds (the retry interval}-If it dces not receive R, U THERE ACK for four
consecutive DPDs polling periods, the security appliance deletes the
corresponding ISAKMP and IPSec SAs.

QUESTION 8
Which three statements concerning keystroke logger detection are correct? (Choose three.)
A. It requires administrative privileges in order to run.

B. It runs on Windows and MAC OS X systems.
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C. It detects loggers that run as a process or kernel module.

D. It detects both hardware- and software-based keystroke loggers.
E. It allows the administrator to define "safe" keystroke logger applications.
Correct Answer: ACE

http:/iwww.cisco.com/en/US/docs/security/csd/csd321/configuration/guide/CSDJfag.html and
http://www.cisco.com/en/US/docs/security/csd/csd_32/configuration/guide/CSDJtuto.html

QUESTION 9

SIMULATION A. Please check the explanation

Correct Answer: A

You are the firewall administrator for a small company. The company currently supports SSLVPN for employees only. Your job is to add support for a new group of AnyConnect
SSLVPM users, contractors, on the Cisco ASA using ASDM. For this exercise, the SSLVPMN Wizard has been deactivated. You will be asked to add a new connection profile, a
new group policy, and a new user account. The detailed information that you will need to complete the configurations is as follows:

+ MNew connection profile
+ MName: contractor
+  AAA server group: LOCAL
Connection Alias: contractor
+ Group URL: hitps:M92.168.4 2/contractor

+ MNew IP address pool
+ Mame: contractor
+ |P address range: 10.0.450/24 - 10.0 4 7024

+ Mew internal group policy
Mame: contractor
+  Associate the new group policy to the contractor connection profile
= (Onlythese two tunneling protocols are permitted: client and clientless S3LYPN
Add a new banner: "Welcome Contractors™ .

+ LoecalUser
+ MName: contractort
Password: cisco
“contracter1” access restrictions: ng ASDM, 58H; Telnet, or console access
+ Lock contractor! user to the contractor conmection profile
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TOPOLIGY - BE

Admin PC
Cisco ASDM

Contractor PC Cisco ASA 5520

DMZ
Server

Explanation: Navigate to:

W onfiquration > RBemote Access YPMN > Network (Clent) Access > Address Assignment > Ad

Address Pools:

&= Add IP Pool

Marme:

Starting IP Address:

Navigate to:
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CERTBuUS

Connection Profiles ADD

B Add 551 YPN Connection Profile

o-Basic Portal Page Cuskomization: W | [ Manage. .. J
= Advanced
LGzeneral [ ] Enable the display of Fadius Reject-Message on the login screen when authentication is rejected

~Client Addressing

S fAuthentication Connection Aliases - \>
é....-.ﬁ.utharlzatlcnn & ad dg | Delete @

flias Enat@“\,ﬁ b 4

I\v o )
T - \“:7 Enabled
N e VR

4 W
i, —
4 g ) >\._ . k.
- | LA v
| Find: | | @ vext @ Previous

[ (] 4 ][ Zancel ][ Help J

Advanced SSLVPN:

B Add Group URL

URL: |https:/{192.168.4.2jcont
Enabled &

[ ox [ coad ][ feb |

Basic: Navigate to:
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B Add 551 YPN Connection Profile

_ﬁ Mame: contractor |
= Advanced ;
General tliases: contractor |
sClient Addressing T o
- Authentication SR
--Authorization Method: (&) ann (O Certificate () Both
Lefecounting .
.55l VPN ABA Server Group: | LOCAL 50D v | Manage...
Client Address Assignanent
- 77—
DHCP Servers: W W

J

g fiedd is an attribute of the group palicy selected above.)
Enable S5L VPN Client protocol
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CERTBuUS

B Add Internal Group Policy

T M Mame: |contractor |
----- Servers .
- Advanced Banner: [ Inherit P TS BT
B,
Address Pools: [#] Inherit | ﬁg\: | Select, .
More Dptions (4]
Tunneling Protocols: [ tnherit c@s S5L VP ES0EN Clientl  []1IPsec [ L2TP{IPsec
Filter: Inherit \:9 Manage, ..
MAC Policy: & @ Mariage, ..
Access Hours: Marage,,,
Simultaneous Logins: J
Restrict access to YLAN: Inherit
Connection Profile {Tunriel Group) Lode [ Inherit [ contractor _:|
L& :
Manin e % Inherit d
Idle T Inherit | | mirmtes
| Find: | | @rer @ Frevious

Navigate back to:

And update Default Group Policy
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B Edit 551 YPN Connection Profile: contractor

_ﬁ Mame:

[#-Advanced

Aliases:

Authentication -
Method:

AAL Server Group:

Client Address Assignment

DHCP Servers: | % |
Client Address Pools: '-:untrora vf—? |

oot (T B
oliowing field is an attribute of the group policy selected above.)
[#] Enable 55L ¥P Client protocol

| Find: | | @ et @ Frovios

Navigate to: Then
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B Add User Account

E"'VEN Palicy Username: \contractor]
#-Cligntless S5L WP
(8551 WPN Cliert Pacemrd: e
Confirm Password; | #*
[ ] User authenticated using MSCHAP
Bccess Restriction
Select one of the options below to restrict ASDM, S5H, Telet :
Mote: &l users have network access, regardiess of thes
‘ Find:| | @uet @ rrevious
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B Add User Account

Check an Inherit checkbox ho let the cormesponding setting take its value from the group palicy,

i=-Clientless S5L PN Group Policy: o §
i eCuskamization Inherit
-Single Signon Tunneling Protocols: TEentless 551 YPR S5L Y =Nt Sl

¢ fBession Settings :
{4155 VPN Cliert e Lt

Tunnel Group Lock: ] inherit

Manage

Store Password on Client System: [@] Inherit

Connection Settings
Access Hours: Mariage
Simultaneous Logins:
Maccimurn Connect Time:
Idle Timeout:

Dedicated IP Addres:
IP Address: | h

‘ Find:| | @net @ rrevious

And we have:
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- : g = - : : ] i i
G e @-.c.onﬁsyr.atim [ rontoring | [, save Qb retrest Yook )= | D vep] cisc
Device List. o o= Configuration > Remote Access YPN > Users > Local Users

4 add 'ﬂ Delete ﬁ Carriect
------ o) 1079,111,254

...... __lp localhost:55000

Remaote Access YN
TTEE T
Bl Dynamic Access Policies

=) By Address Assignment
Assigrnment Palicy
B Address Posls
) [} Advaniced
{8 Cllertless SSL VPN Access
L[] connection Profiles

f Portal
. Group Policies
Dynaric Access Policles
e E’_} Advancad
" afaLocal Users
- [ pen Server Graups
Qg LD4P Attribute Map

Lutglll s

P

QUESTION 10

Create entries in the ASA local user datahase.

Command authorization must be enabled in order For the user account privileges tobe enfarced Toenable command authctization, go ko duthotization,
o
Abf authentication console commands must be enabled in order For certain access restri Eu he e@:ad. To enable 484 authsentication command o

to authentication.
. \ \ \/

| Username  Priviege Level (Role) Access Restrictions | \[PNGr‘nGp Policy BN Group Lock ([ add
foootactort C -oniractor contracter ______| [ e
| Edit

| (oo

| [ meset

Cisco AnyConnect profiles can be used to set which three options? (Choose three.)

A. Define a list of VPN gateways that are presented to users upon login.

B. Define a quarantine VLAN for remote devices that fail a host scan.

C. Define a guest VLAN to all "noncompany" Cisco 10S WebVPN users.

D. Define a list of backup servers if primary gateways are unavailable.

E. Activate the SSL VPN tunnel as part of the Windows login sequence.

F. Configure the Cisco Secure Desktop vault.

Correct Answer: ADE

http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect20/administrative/guide/ad minapa.pdf

QUESTION 11
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Refer to the exhibit.

v Certificate

Certification path
cn=A5A5520,cisco com

&
Define rules to map certificates to desired connection profiles (kunnel groups). Use the bottom table to configure

T certiicate fields together with their matching <rwr the selected e,

. [
This certificate is O, | Cestificate to Connection Profile Maps \:@
% Add| [ Edt| [} Delete @

| Map Mare ity Mapped to Connection Profile
MMANA0eMST MANSg ek
DefaultCertificateMap " o 10 employee |
= — — ! v et s s —
&
Mapping ;’i?:"a IC/W

ral

*@af gg]jﬂ’m

F.' ! c = = omrm
Cammon Mame (Ch)

Subpect Organizational Unit (OL1) Equals employes

The ABC Corporation is changing remote-user authentication from pre-shared keys to certificate-based authentication.
For most employee authentication, its group membership (the employees) governs corporate access. Certain
management personnel need access to more confidential servers. Access is based on the group and name, such as
finance and level_2. When it is time to pilot the new authentication policy, a finance manager is able to access the
department-assigned servers but cannot access the restricted servers.

As the network engineer, where would you look for the problem?

A. Check the validity of the identity and root certificate on the PC of the finance manager.

B. Change the Management Certificate to Connection Profile Maps > Rule Priority to a number that is greater than 10.
C. Check if the Management Certificate to Connection Profile Maps > Rules is configured correctly.

D. Check if the Certificate to Connection Profile Maps > Policy is set correctly.

Correct Answer: D

Cisco ASDM User Guide Version 6.1
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QUESTION 12

You are the network security administrator. You receive a call from a user stating that he cannot log onto the network. In
the process of troubleshooting, you determine that this user is accessing the network via certificate-based Cisco
AnyConnect SSL VPN.

What is a troubleshooting step that you should perform to determine the cause of the access problem?

A. Revoke and reissue the certificate, and have the user try again.

B. Verify that a connection can be made without using certificates.

C. Ask the user to use IPsec, and test the connection attempts.

D. Check the WebACLs on the Cisco ASA.

Correct Answer: B

642-648 PDF Dumps 642-648 Study Guide 642-648 Exam Questions

642-648 PDF Dumps | 642-648 Study Guide | 642-648 Exam Questions 19/20


https://www.certbus.com/642-648.html
https://www.certbus.com/642-648.html
https://www.certbus.com/642-648.html
https://www.certbus.com/642-648.html
https://www.certbus.com/642-648.html
https://www.certbus.com/642-648.html

https://lwww.certbus.com/642-648.html
2021 Latest certbus 642-648 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success

100% Money Back Guarantee

365 Days Free Update

Instant Download After Purchase

24x7 Customer Support

Average 99.9% Success Rate

More than 800,000 Satisfied Customers Worldwide

Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.certbus.com/allproducts

Need Help

Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Submit A Ticket

One Year Free Update Money Back Guarantee Security & Privacy

Free update is available within One To ensure that you are spending on We respect customer privacy. We
Year after your purchase. After One quality products, we provide 100% use McAfee's security service to
Year, you will get 50% discounts for money back guarantee for 30 days provide you with utmost security for
updating. And we are proud to from the date of purchase. your personal information & peace

boast a 24/7 efficient Customer of mind.
Support system via Email.

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.
Copyright © certbus, All Rights Reserved.

642-648 PDF Dumps | 642-648 Study Guide | 642-648 Exam Questions 20/20


https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.certbus.com/642-648.html
https://www.certbus.com/642-648.html
https://www.certbus.com/642-648.html

