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QUESTION 1

Which statement about wireless intrusion prevention and rogue access point detection is true? 

A. A local mode access point provides power to wireless clients. 

B. A monitor mode access point performs background scanning in order to detect rogue access points. 

C. A monitor mode access point is dedicated to scanning (listen-only). 

D. A monitor mode access point can distribute a white list of all known access points. 

E. Any access point that broadcasts the same RF group name or is part of the same mobility group is considered to be
a rogue access point. 

Correct Answer: C 

 

QUESTION 2

Which statement about the Cisco IOS Zone-Based Policy Firewall is true? 

A. Only virtual interfaces can be added to a Cisco IOS Zone-Based Policy Firewall zone. 

B. A Cisco IOS Zone-Based Policy Firewall zone is a set of VLANs that share a certain trust level. 

C. Cisco IOS Zone-Based Policy Firewall policies are not unidirectional. 

D. The Cisco IOS Zone-Based Policy Firewall applies firewall policies to traffic traversing zones. 

Correct Answer: D 

 

QUESTION 3

Which two features are available with Cisco Secure ACS? (Choose two.) 

A. Authorization based on identity and time 

B. Guest access services, including user account delivery via print, email, or SMS 

C. Authorization based on identity and access type 

D. Accounting 

E. MAC-based authorization 

Correct Answer: AC 
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QUESTION 4

Which two statements about the capabilities of the Cisco AnyConnect 3.0 Secure Mobility Client for Windows are true?
(Choose two.) 

A. It supports always-on connectivity by automatically establishing a VPN connection as needed. If multiple VPN
gateways exist, load sharing occurs in a Round-robin fashion. 

B. It supports session persistence after hibernation or standby. 

C. Trusted Network Detection allows the connection to be established without any user intervention (authentication), if
the client is located inside the office. 

D. It is exclusively configured by central policies; no local configuration is possible. 

E. The order of policy enforcement is as follows: dynamic access policy, user attributes, tunnel group, group policy
attributes. 

Correct Answer: BC 

 

QUESTION 5

Which two options show the correct associations of use cases with VPN technologies? (Choose two.) 

A. SP or large enterprise: MPLS, VPLS, SSL VPN 

B. SP or large enterprise: MPLS, VPLS, OTV 

C. Site-to-site VPN: GRE, DMVPN, FlexVPN, GET-VPN, IPsec 

D. Site-to-site VPN: OTV, DMVPN, GRE, GET-VPN, IPsec 

E. Client access: SSL VPN, EZ-VPN, FlexVPN, MPLS 

Correct Answer: BC 

 

QUESTION 6

Which two statements about Cisco IPS are true? (Choose two.) 

A. Cisco IPS global correlation is performed before Cisco IPS reputation filters. 

B. Cisco ASA-integrated IPS and standalone IPS offer the same features. 

C. Cisco standalone IPS functionality can be virtualized. 

D. The Cisco IPS reputation filter is based on Cisco SIO and allows packets that are received from known malicious
sources to be dropped before performing signature-based inspection. 

Correct Answer: BD 

 

642-584 Practice Test | 642-584 Study Guide | 642-584 Braindumps                                3 / 6

https://www.certbus.com/642-584.html
https://www.certbus.com/642-584.html
https://www.certbus.com/642-584.html


https://www.certbus.com/642-584.html
2021 Latest certbus 642-584 PDF and VCE dumps Download

QUESTION 7

Which statement about wireless LAN security is true? 

A. Cisco CleanAir is a technology that allows you to detect the distance of a wireless device from an access point. 

B. Cisco Aironet 3500 and 3600 Series Access Points do not have an integrated spectrum analyzer that detects
interferers. 

C. Classification occurs at the access point; interference impact and data are then sent to the wireless LAN controller. 

D. The wireless LAN controller stores data for location, history, and troubleshooting purposes. 

Correct Answer: C 

 

 

QUESTION 8

Which statement about Cisco Prime is true? 

A. It provides simple and efficient management across architectures, networks, and services. 

B. It provides simple and efficient management of security services. 

C. It provides management services for all TrustSec products. 

D. It is an expert-level monitoring and troubleshooting tool based on Cisco SIO. 

Correct Answer: A 

 

QUESTION 9

Which two statements about CVD and SBA are true? (Choose two.) 

A. SBA guides are available for enterprise deployments only. 

B. CVD includes everything from rough designs to tested versions of software code. 

C. Gold partners have access to a demo lab for each validated design. 

D. CVD is technology-oriented, while SBA is market- and solution-oriented. 

Correct Answer: BD 

 

 

QUESTION 10

Which two virtual networking services are provided by a Cisco Nexus 1000V? (Choose two.) 
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A. Cisco Virtual Security Gateway 

B. Cisco ASA 1000V 

C. Cisco Virtual ScanSafe 

D. Cisco Virtual IPS 

Correct Answer: AB 

 

QUESTION 11

Which two statements about the Cisco IronPort Email Security architecture are true? (Choose two.) 

A. A key component of the Cisco IronPort Email Security architecture is the compromised domain list. 

B. A key component of the Cisco IronPort Email Security architecture is the HTTP Inspection Engine. 

C. Inbound security includes spam defense and virus defense. 

D. Inbound security includes secure messaging via SSH, S-MIME, and POP over TLS. 

E. Outbound control includes data loss prevention and secure messaging. 

Correct Answer: CE 

 

QUESTION 12

Which two security features are part of the Cisco Catalyst Integrated Security Toolkit, which is available on almost all
Cisco Catalyst switches? (Choose two.) 

A. IP source guard 

B. Static ARP inspection 

C. MACsec 

D. DNS snooping 

E. SGACL 

F. Port security 

Correct Answer: AF 
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