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QUESTION 1

Which of the following activities results in change requests? 

A. Preventive actions 

B. Inspection 

C. Defect repair 

D. Corrective actions 

Correct Answer: C 

 

QUESTION 2

Scenario: You are the CISO and have just completed your first risk assessment for your organization. You find many
risks with no security controls, and some risks with inadequate controls. You assign work to your staff to create or adjust
existing security controls to ensure they are adequate for risk mitigation needs. 

When adjusting the controls to mitigate the risks, how often should the CISO perform an audit to verify the controls? 

A. Annually 

B. Semi-annually 

C. Quarterly 

D. Never 

Correct Answer: D 

 

QUESTION 3

When dealing with risk, the information security practitioner may choose to: 

A. assign 

B. transfer 

C. acknowledge 

D. defer 

Correct Answer: C 

 

QUESTION 4

A system was hardened at the Operating System level and placed into the production environment. Months later an
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audit was performed and it identified insecure configuration different from the original hardened state. Which of the
following security issues is the MOST likely reason leading to the audit findings? 

A. Lack of asset management processes 

B. Lack of change management processes 

C. Lack of hardening standards 

D. Lack of proper access controls 

Correct Answer: B 

 

QUESTION 5

How often should the Statements of Standards for Attestation Engagements-16 (SSAE16)/International Standard on
Assurance Engagements 3402 (ISAE3402) report of your vendors be reviewed? 

A. Quarterly 

B. Semi-annually 

C. Bi-annually 

D. Annually 

Correct Answer: D 

 

QUESTION 6

A CISO decides to analyze the IT infrastructure to ensure security solutions adhere to the concepts of how hardware
and software is implemented and managed within the organization. 

Which of the following principles does this best demonstrate? 

A. Effective use of existing technologies 

B. Create a comprehensive security awareness program and provide success metrics to business units 

C. Proper budget management 

D. Leveraging existing implementations 

Correct Answer: B 

 

QUESTION 7

As the new CISO at the company you are reviewing the audit reporting process and notice that it includes only detailed
technical diagrams. What else should be in the reporting process? 

A. Executive summary 
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B. Penetration test agreement 

C. Names and phone numbers of those who conducted the audit 

D. Business charter 

Correct Answer: A 

 

QUESTION 8

A CISO has implemented a risk management capability within the security portfolio. Which of the following terms best
describes this functionality? 

A. Service 

B. Program 

C. Portfolio 

D. Cost center 

Correct Answer: B 

 

QUESTION 9

When is an application security development project complete? 

A. When the application is retired. 

B. When the application turned over to production. 

C. When the application reaches the maintenance phase. 

D. After one year. 

Correct Answer: A 

 

QUESTION 10

Scenario: An organization has recently appointed a CISO. This is a new role in the organization and it signals the
increasing need to address security consistently at the enterprise level. This new CISO, while confident with skills and
experience, is constantly on the defensive and is unable to advance the IT security centric agenda. 

From an Information Security Leadership perspective, which of the following is a MAJOR concern about the CISO\\'s
approach to security? 

A. Compliance centric agenda 

B. IT security centric agenda 

C. Lack of risk management process 
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D. Lack of sponsorship from executive management 

Correct Answer: B 

 

QUESTION 11

Which of the following is used to lure attackers into false environments so they can be monitored, contained, or blocked
from reaching critical systems? 

A. Segmentation controls. 

B. Shadow applications. 

C. Deception technology. 

D. Vulnerability management. 

Correct Answer: B 

 

QUESTION 12

Which of the following is the MOST logical method of deploying security controls within an organization? 

A. Obtain funding for all desired controls and then create project plans for implementation 

B. Apply the simpler controls as quickly as possible and use a risk-based approach for the more difficult and costly
controls 

C. Apply the least costly controls to demonstrate positive program activity 

D. Obtain business unit buy-in through close communication and coordination 

Correct Answer: B 

 

QUESTION 13

Who is responsible for verifying that audit directives are implemented? 

A. IT Management 

B. Internal Audit 

C. IT Security 

D. BOD Audit Committee 

Correct Answer: B 

Reference: https://www.eccouncil.org/information-security-management/ 
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QUESTION 14

Which of the following is the MAIN security concern for public cloud computing? 

A. Unable to control physical access to the servers 

B. Unable to track log on activity 

C. Unable to run anti-virus scans 

D. Unable to patch systems as needed 

Correct Answer: A 

 

QUESTION 15

SQL injection is a very popular and successful injection attack method. Identify the basic SQL injection text: 

A. ` o 1=1 - 

B. /../../../../ 

C. "DROPTABLE USERNAME" 

D. NOPS 

Correct Answer: A 
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