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QUESTION 1

Which is a feature of E-mail Security? 

A. Layer-4 Monitoring 

B. Umbrella 

C. Outbreak Filters 

D. Investigate 

Correct Answer: C 

 

 

QUESTION 2

Which are two main features of DDoS Attack Prevention? (Choose two) 

A. Block or allow traffic automatically 

B. Redirects DDoS traffic back to attacker 

C. Leveraging AMP ThreatGrid technology 

D. Stop attacks within seconds of detection 

Correct Answer: AD 

 

QUESTION 3

Which are two main features of Advanced Malware Protection? (Choose two.) 

A. Rapid App Containment 

B. Leverages Global Threat Intelligence to provide zero-day protection 

C. Threat protection across the entire attack continuum 

D. User and Entity Behavior Analytics 

Correct Answer: BC 

ASAS Security Advanced Threats SE Module 6 

 

QUESTION 4

Which options Cisco solutions are coveredenable customer\\'s businesses? 
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A. Enhancing remediation operations 

B. Having the fastest threat identification 

C. Automating the security intelligence updates 

D. Their ability to keep customers networks more secure and make IT more productive 

Correct Answer: D 

 

QUESTION 5

Which are two key Cisco products that are part of the web threat-centric solution? (Choose two.) 

A. Cisco Defense Orchestrator 

B. Cisco Umbrella 

C. Cisco Identity Services Engine 

D. Cisco Web Security Appliance 

E. Cisco Email Security Appliance 

Correct Answer: BD 

ASAS Security Threat Centric Solutions - AM and SE Module 7 

 

QUESTION 6

Which three NGFW and NGIPS features support the \\'Complex Remote Access\\' use case? (Choose three.) 

A. Support for device onboarding 

B. Users protected regardless of physical location 

C. Fuzzy Fingerprinting 

D. Detection of anomalous traffic 

E. Controls and protections extended beyond VPN controls 

F. Secure access extended to all users 

Correct Answer: BEF 

ASAS Security NGFW and NGIPS SE Module 4 

 

QUESTION 7

Employee-sponsored network access, guest access, and activity tracking are contributors to which feature of ISE? 
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A. Device profiting 

B. Context-aware access 

C. Guest access management 

D. Platform exchange grid 

Correct Answer: C 

ASAS Policy and Access SE Module 5 

 

QUESTION 8

Which Cisco Product is integrated with the AnyConnect Web Security Module? 

A. Cisco Stealthwatch 

B. Cisco Defense Orchestrator 

C. Cisco Cloud Web Security 

D. Cisco Email Security Appliance 

Correct Answer: C 

ASAS Policy and Access SE Module 5 

 

QUESTION 9

Which Policy and Access solution technology combines posture checks and authentication across wired, wireless, and
VPN networks? 

A. Cisco AnyConnect 

B. Next Generation Intrusion Prevention System 

C. Cisco Stealthwatch 

D. ASA 2100 series 

Correct Answer: A 

Cisco Cloud Security SE - Module 3 

 

QUESTION 10

Which are two main features of Intrusion Prevention? (Choose two.) 

A. Threat analysis through network behavior analysis 
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B. Protecting against Zero-Day attacks 

C. Layer-4 traffic monitoring across platforms 

D. Vulnerability-based threat management 

Correct Answer: AD 

 

QUESTION 11

Which two Cisco products are part of the mobile threat-centric solution module? (Choose two.) 

A. Advanced sandboxing with Threat Grid 

B. Automated policy enforcement with ASAv 

C. Enhanced control access with ISE and Cloudlock 

D. Software-defined segmentation through TrustSec 

E. Enforced device security policies with Meraki 

Correct Answer: CE 

 

QUESTION 12

Which are three key features or benefits of DNS-layer security? (Choose three.) 

A. Real-time sandboxing 

B. Identify the internet infrastructure used for attacks 

C. Uncover current and emergent threats 

D. Protect any device on or off the network 

E. Data Loss Prevention 

F. Retrospective Analysis 

Correct Answer: BCD 

 

QUESTION 13

Which feature of Cisco ISE uses Cisco TrustSec Security Group Tags 10 edit networks dynamically rather than with
VLANs? 

A. Device profiting and onboarding 

B. Role and device segmentation 
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C. Guest Access 

D. Secure remote access 

Correct Answer: B 

ASAS Policy and Access SE Module 5 

 

QUESTION 14

How does the Cisco AnyConnect AMP Module help to protect customer\\'s networks? 

A. AMP is a unified agent that combines posture check and authentication across wired wireless, and VPN networks. 

B. AMP Module can profile devices before allowing them to connect 

C. AMP provides highly secure access for select enterprise mobile applications 

D. AnyConnect can deploy AMP for Endpoints for Windows or OSX 

Correct Answer: D 

 

ASAS Policy and Access SE Module 5 

 

QUESTION 15

What two challenges do customers (ace in their Campus and Branch deployments? (Choose two) 

A. Securing the entire infrastructure 

B. Stopping data breaches across campuses and branches 

C. Protect data across multiple cloud applications 

D. Monitoring file behavior across a large set of endpoints 

E. Understanding what our users are doing online 

Correct Answer: BC 
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