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QUESTION NO: 1 

Which two elements must you configure on a Cisco Wireless LAN Controller to allow Cisco ISE to 
authenticate wireless users? (Choose two.) 

A. Configure Cisco ISE as a RADIUS authentication server and enter a shared secret. 
B. Configure Cisco ISE as a RADIUS accounting server and enter a shared secret. 
C. Configure all attached LWAPs to use the configured Cisco ISE node. 
D. Configure RADIUS attributes for each SSID. 
E. Configure each WLAN to use the configured Cisco ISE node. 
F. Configure the Cisco Wireless LAN Controller to join a Microsoft Active Directory domain. 

Answer: A,E 

QUESTION NO: 2 

Which three Cisco TrustSec enforcement modes are used to help protect network operations 
when securing the network? (Choose three.) 

A. logging mode 
B. monitor mode 
C. semi-passive mode 
D. low-impact mode 
E. closed mode 

Answer: B,D,E 

QUESTION NO: 3 

Which statement is correct about Change of Authorization? 

A. Change of Authorization is a fundamental component of Cisco TrustSec and Cisco ISE. 
B. Change of Authorization can be triggered dynamically based on a matched condition in a 
policy, and manually by being invoked by an administrator operation. 
C. It is possible to trigger Change of Authorization manually from the ISE interface. 
D. Authentication is the supported Change of Authorization action type. 

Answer: D 



 

QUESTION NO: 4 

The default Cisco ISE node configuration has which role or roles enabled by default? 

A. Administration only 
B. Inline Posture only 
C. Administration and Policy Service 
D. Policy Service, Monitoring, and Administration 

Answer: D 
 

QUESTION NO: 5 

Inline Posture nodes support which enforcement mechanisms? 

A. VLAN assignment 
B. downloadable ACLs 
C. security group access 
D. dynamic ACLs 

Answer: B 
 

QUESTION NO: 6 

What is the process for Cisco ISE to obtain a signed certificate from a CA? 

A. Request a certificate from the CA, and import the CA-signed certificate into ISE. 
B. Generate a CSR; download the certificate from the CA; bind the CA-signed certificate with its 
private key, and import the CA-signed certificate into ISE. 
C. Generate a CSR; export the CSR to the local file system and send to the CA; download the 
certificate from the CA, and bind the CA-signed certificate with its private key. 
D. Submit a CSR to the CA; download the certificate from the CA; bind the CA-signed certificate 
with its private key, and import the CA-signed certificate into ISE. 



Answer: C 
 

QUESTION NO: 7 

What is the Cisco ISE default admin login name and password? 

A. admin/admin 
B. admin/cisco 
C. ISEAdmin/admin 
D. admin/no default password—the admin password is configured at setup 

Answer: D 
 

QUESTION NO: 8 

What are two methods to verify that Cisco ISE is properly connected to AD? (Choose two.) 

A. Use the Test Connection feature in the Cisco ISE External Identity Sources Active Directory. 
B. View the Active Directory Log /opt/CSCOcmp/logs/ad_agent.log. 
C. Use the ISE Dashboard Summary alarms. 
D. Use ktpass to determine if the Kerberos ticket is valid. 

Answer: A,B 
 

QUESTION NO: 9 

Where is the license installed within Cisco ISE deployment? 

A. A license is installed on the Policy Service node within ISE deployment. 
B. A license is installed on the primary or secondary Administration node within ISE deployment. 
C. A license is installed only on the primary Administration node within ISE deployment. 
D. A license is preinstalled for ISE deployment. 

Answer: C 
 



QUESTION NO: 10 

Which of these is NOT a high-availability option that is available for Cisco ISE deployments? 

A. In the event of failure of the Primary Administration node, the standby instance automatically 
becomes active. 
B. In the event of failure of the Primary Monitoring node, the standby instance automatically 
becomes active. 
C. Clustering of Policy Service nodes to provide N+1 redundancy 
D. Stateless failover of Inline Posture nodes 

Answer: A 
 

QUESTION NO: 11 

What are the three default Cisco ISE identity user groups? (Choose three.) 

A. employee 
B. contractor 
C. activated guest 
D. guest 
E. sponsor 

Answer: A,C,D 
 

QUESTION NO: 12 

Which three features require accurate time? (Choose three.) 

A. EAP-TLS-based authentication 
B. EAP-MS-CHAPv2-based authentication 
C. accurate posture assessment results 
D. Active Directory integration 
E. consistent profiling data collection 
F. accurate and reliable logging 



Answer: A,D,F 
 

QUESTION NO: 13 

What is the default authorization rule in Cisco ISE? 

A. permit all access 
B. deny all access 
C. redirect users to CWA 
D. redirect users to LWA 

Answer: A 
 

QUESTION NO: 14 

If there is a firewall between Cisco ISE and an Active Directory external identity store, which port 
does not need to be open? 

A. TCP 88 
B. TCP 445 
C. UDP 53 
D. UDP 123 
E. UDP/TCP 389 

Answer: C 
 

QUESTION NO: 15 

Which three network information items are required to set up Cisco ISE? (Choose three.) 

A. primary name server 
B. secondary name server 
C. Network Time Protocol server 
D. hostname 
E. IP address and netmask of the Gigabit Ethernet 1 interface 



Answer: B,C,D 
 

QUESTION NO: 16 

If MAB is enabled before WebAuth in Policy -> Authentications, what option must be selected if 
authentication fails, in order for users to have the ability to log in to the guest portal? 

A. Accept 
B. Reject 
C. Continue 
D. Drop 

Answer: B 
 

QUESTION NO: 17 

When does the browser get redirected in WebAuth? 

A. when there is a request for DNS 
B. before getting the IP address 
C. when there is a request for a web page 
D. when the Cisco NAC Agent reaches the Policy Service node 

Answer: C 
 

QUESTION NO: 18 

Which of these is NOT an Inline Posture node operating mode? 

A. router mode 
B. bridged mode 
C. transparent mode 
D. maintenance mode 

Answer: C 
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