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QUESTION 1

Why is it important to have a patching strategy for endpoints?

A. to take advantage of new features released with patches

B. so that functionality is increased on a faster scale when it is used

C. so that known vulnerabilities are targeted and having a regular patch cycle reduces risks
D. so that patching strategies can assist with disabling nonsecure protocols in applications

Correct Answer: C

QUESTION 2

A network administrator is setting up a site-to-site VPN from a Cisco FTD to a cloud environment. After the administrator
configures the VPN on both sides, they still cannot reach the cloud environment. Which command must the
administrator run on the FTD to verify that the VPN is encrypting traffic in both directions?

A. show crypto ipsec sa

B. show crypto ipsec stats

C. show vpn-sessiondb detail I12I

D. show crypto isakmp sa

Correct Answer: A

QUESTION 3

Which two devices support WCCP for traffic redirection? (Choose two.)

A. Cisco Secure Web Appliance

B. Cisco I0S

C. proxy server

D. Cisco ASA

E. Cisco IPS

Correct Answer: BD

Explanation: Web Cache Communication Protocol (WCCP) is supported on Cisco 10S routers and Cisco ASA firewalls.

WCCP allows these devices to redirect traffic to a WCCP- capable device, such as a web cache or a Cisco Secure Web
Appliance, for processing. This redirection can be used for tasks like content filtering, web caching, and load balancing.
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QUESTION 4

Which type of data does the Cisco Stealthwatch system collect and analyze from routers, switches, and firewalls?
A.NTP

B. syslog

C. SNMP

D. NetFlow

Correct Answer: D

QUESTION 5

Which two are valid suppression types on a Cisco Next Generation Intrusion Prevention System? (Choose two)
A. Port

B. Rule

C. Source

D. Application

E. Protocol

Correct Answer: BC

QUESTION 6

Refer to the exhibit.

RouterA(config) crypto key generate rsa general-keys label SSH modules 2048
RouterA(config) ip ssh rsa keypair-name SSH
RouterA(config) ip ssh version 2

An engineer must enable secure SSH protocols and enters this configuration. What are two results of running this set of
commands on a Cisco router? (Choose two.)

A. generates RSA key pairs on the router
B. enables SSHv1 on the router

C. uses the FQDN with the label command
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D. labels the key pairs to be used for SSH
E. generates AES key pairs on the router

Correct Answer: AD

QUESTION 7

What are two benefits of using Cisco Duo as an MFA solution? (Choose two.)

A. grants administrators a way to remotely wipe a lost or stolen device

B. provides simple and streamlined login experience for multiple applications and users

C. native integration that helps secure applications across multiple cloud platforms or on- premises environments
D. encrypts data that is stored on endpoints

E. allows for centralized management of endpoint device applications and configurations

Correct Answer: BC

QUESTION 8

How does Cisco Stealthwatch Cloud provide security for cloud environments?
A. It delivers visibility and threat detection.

B. It prevents exfiltration of sensitive data.

C. It assigns Internet-based DNS protection for clients and servers.

D. It facilitates secure connectivity between public and private networks.
Correct Answer: A

Cisco Stealthwatch Cloud: Available as an SaaS product offer to provide visibility and threat detection within public
cloud infrastructures such as Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP).

QUESTION 9

A customer has various external HTTP resources available including Intranet Extranet and Internet, with a proxy
configuration running in explicit mode. Which method allows the client desktop browsers to be configured to select when
to connect direct or when to use the proxy?

A. Transport mode

B. Forward file
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C. PAC file

D. Bridge mode

Correct Answer: C

A Proxy Auto-Configuration (PAC) file is a JavaScript function definition that determines whether web browserrequests
(HTTP, HTTPS, and FTP) go direct to the destination or are forwarded to a web proxy server.PAC files are used to

support explicit proxy deployments in which client browsers are explicitly configured tosend traffic to the web proxy. The
big advantage of PAC files is that they are usually relatively easy to createand maintain.

QUESTION 10
DRAG DROP
Drag and drop the Cisco CWS redirection options from the left onto the capabilities on the right.

Select and Place:
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Cisco AnyConnect client

ISR with CWS connector

NGFW with CWS connector

WSAv with CWS connector

location-independent, bandwidth-efficient option

extends identity information and on-premuses features to the
cloud

provides user-group granularity and supports cloud-based
scanning

supports cached credentials and makes directory information
available off-premises

Correct Answer:
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ISR with CWS connector

WSAv with CWS connector

NGFW with CWS connector

Cisco AnyConnect client

QUESTION 11

What are two features of NetFlow flow monitoring? (Choose two)
A. Can track ingress and egress information

B. Include the flow record and the flow importer

C. Copies all ingress flow information to an interface

D. Does not required packet sampling on interfaces

E. Can be used to track multicast, MPLS, or bridged traffic

Correct Answer: AE
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Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/netflow/configuration/15- mt/nf-15-mt-book/cfgmpls-
netflow.html

QUESTION 12

When a Cisco WSA checks a web request, what occurs if it is unable to match a user- defined policy?
A. It blocks the request.

B. It applies the global policy.

C. It applies the next identification profile policy.

D. It applies the advanced policy.

Correct Answer: B

QUESTION 13

An engineer needs to add protection for data in transit and have headers in the email message. Which configuration is
needed to accomplish this goal?

A. Provision the email appliance

B. Deploy an encryption appliance.

C. Map sender !'P addresses to a host interface.
D. Enable flagged message handling

Correct Answer: A

QUESTION 14

What are two workload security models? (Choose two.)
A. SaaS

B. PaaS

C. off-premises

D. on-premises

E. laaS

Correct Answer: AD
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QUESTION 15

An organization wants to secure users, data, and applications in the cloud. The solution must be API-based and operate
as a cloud-native CASB. Which solution must be used for this implementation?

A. Cisco Cloudlock

B. Cisco Cloud Email Security

C. Cisco Firepower Next-Generation Firewall
D. Cisco Umbrella

Correct Answer: A

Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/cloud-web- security/at-a-glance-
€45-738565.pdf
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