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QUESTION 1

Refer to the exhibit.

‘1 ‘_ [ Enterprise RADIUS

q | Network server
Supplicant AL e
EAPOL Start Start EAP Authentication
«—— EAP-Requestildentity —— Ask client for iﬂenﬂty
— EAP -Response/identity — RADIUS Access Request
{EﬂP-lD) . Access requgst with EAP-ID

b, S
Secure Tunnel (viaTLS & PAC)

= &
& &y «~——— RADIUS Access Accept ——
EAPsuccess —— (Pass PMK to AP)

Client derives PMK

WPA Key Management
Protected DATA Transfer

Which EAP type does the diagram illustrate?
A. EAP-TLS

B. EAP-MD5

C. PEAP

D. EAP-GTC

E. EAP-FAST

F. LEAP

Correct Answer: E

QUESTION 2

Select and Place:
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Listthe various CAPWAR session establishment process steps sequentially. Drag the steps to the boxes atthe right in the correct sequence.

run state

Step 1

discovery request

Step 2

join response

Step 3

ronficuratinn statiis recponze

Step 4

Join request

Step 5

DTLE session establiskment

Step 6

configuration status recuest

Step 7

discovery response

Step 8

Correct Answer:

Listthe various CAPWAR session establishment process steps sequentially. Drag the steps to the boxes atthe right in the correct sequence.

discovery request

discovery response

DTLS session establishment

join request

join response

confguration status request

configuration ctatus recponce

run state

QUESTION 3

You wish to configure a Cisco WCS to provide an additional layer of security by outlining which APs your DHCP servers
will respond to. Which two pieces or combinations of information can be used to achieve this objective? (Choose two.)

A. AP MAC address
B. AP MAC address and AP host name
C. AP host name

D. AP MAC address and AP SSID
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Correct Answer: AD

QUESTION 4

In order to configure the MAP authorization using an external AAA server for the indoor MAP 1260 with the Ethernet
MAC address 00:1d:al:fe:e5:44 and base radio MAC address 00:1f:9d:2a:3f:10, which two user accounts are to be
created on the RADIUS server? (Choose two.)

A. 00:1f:9d:2a:3f:10

B. 001dalfee544

C. c1260-001dalfee544

D. ap3g1-001dalfee544

E. c1260-001f9d2a3f10

F. ap3g1-001fd2a3f10

Correct Answer: BD

QUESTION 5

Refer to the exhibit.

Scope Options E E
General Advanced | Xr{&\
ek fespoce [
- —
User class: | Default User Elass \
NP —
Available Options Dsﬁ@zn
241 Option xx Y.\ Y
<| ,

Which DHCP option is shown?
A. 32
B. 43

C.60
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D. 150
E. 241

Correct Answer: C

QUESTION 6

Which RRM feature increases the AP radio Tx power when the client SNR levels pass below a given threshold?
A. Dynamic Channel Assignment

B. Transmit Power Control

C. Dynamic Transmit Power Control

D. Coverage Hole Detection

Correct Answer: D

QUESTION 7
Which two statements about virtual interfaces on a WLC are true? (Choose two.)
A. A virtual interface serves as the redirect address for the web authentication login page.

B. A virtual interface must have a DNS host name in order to prevent web authentication clients from getting a security
warning on their web browser.

C. Avirtual interface acts as the DHCP server placeholder for wireless clients that obtain their IP address from a DHCP
server.

D. A virtual interface acts as a RADIUS proxy for wireless clients.

Correct Answer: AC

QUESTION 8

According to Cisco best practices, many features require the WLC to be synchronized with an NTP server. For which of
these options is time synchronization not required?

A. SNMPv3

B. MFP

C. CAPWAP
D. Location

Correct Answer: C
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QUESTION 9

Refer to the exhibit.

Priority Order > Management User

Authentication

Mot Used Order Used for Authentication
RADIUS :“'“ifl TACACS+ Up |
o’ LOCAL
< | Down |

You are a senior wireless network administrator and have just completed the configuration of TACACS+ on your
production Cisco WLC server. You can successfully log into the Cisco WLC by using your domain credentials. However,
junior administrators, who have only local management accounts on the Cisco WLC, are complaining that they can no
longer log into the Cisco WLC GUI or CLI. What is the cause of this problem?

A. When TACACS+ is configured on the Cisco WLC, local authentication is permanently disabled.

B. TACACS+ is the first authentication priority. The ACS is responding, so the Cisco WLC never queries the local
database.

C. TACACS+ was configured and the ACS is responding, so all local accounts on the Cisco WLC are disabled.
D. The junior administrators must also have domain accounts with the same username but different passwords than the
local Cisco WLC accounts, so the ACS is returning an access- reject. This prevents the Cisco WLC from querying the

local database.

Correct Answer: B

QUESTION 10
Which statement about the Cisco WCS security index is true?

A. The security index will display red (high threat level) when the managed WLAN detects multiple rogues and attack
signatures.

B. The security index is a weighted scale of WLAN security ranging from 0 least risk (secure) to 100 high risk
(unsecure).

C. The security index uses device configuration parameters to assign a weighted value of network security.

D. The security index of the Cisco WCS managed network is the average of all controller and Cisco MSE scores.
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Correct Answer: C

QUESTION 11

You are testing newly purchased Cisco Wireless IP Phones on your wireless network on the 5 GHz band. You notice
that there are audio gaps during roaming. Troubleshooting network engineers find out that the issue is caused by the
use of Dynamic WEP on the SSID. Why is this use a problem?

A. Dynamic WEP is incompatible with the Cisco Wireless IP Phones.

B. Dynamic WEP requires a full authentication with the RADIUS server during roaming.

C. Dynamic WEP provides the same WEP key to several phones simultaneously, which can cause delays if a phone
needs to wait for its slot time.

D. Dynamic WEP requires use of 2.4 GHz on the phones.

Correct Answer: B

QUESTION 12

A user reported that, when viewing a video over the wireless network, the video keeps dropping every 30 minutes. What
is the most likely cause?

A. Interference is causing the connection to drop.

B. The default session timeout is deauthenticating the client.
C. The WLC, by default, changes channel every 30 minutes.
D. The idle timeout is disassociating the client.

Correct Answer: B
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