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QUESTION 1

As defined by Cisco TrustSec, which EAP method is used for Network Device Admission Control authentication? 

A. EAP-FAST 

B. EAP-TLS 

C. PEAP 

D. LEAP 

Correct Answer: A 

 

QUESTION 2

What is the ICMPv6 type and destination IPv6 address for a Neighbor Solicitation packet that is sent by a router that
wants to learn about a newly introduced network device? 

A. ICMP type 136 and the Solicited-Node multicast address 

B. ICMP type 135 and the Broadcast address 

C. ICMP type 136 and the All-Routers multicast address 

D. ICMP type 135 and the All-Routers multicast address 

E. ICMP type 135 and the Solicited-Node multicast address 

F. ICMP type 136 and the Broadcast address 

Correct Answer: E 

 

QUESTION 3

Event Action Rule is a component of which IPS application? 

A. InterfaceApp 

B. MainApp 

C. SensorApp 

D. NotificationApp 

E. AuthenticationApp 

F. SensorDefinition 

Correct Answer: C 
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QUESTION 4

Which option is representative of automatic IP addressing in IPv4? 

A. 10.1.x.x 

B. 172.10.1.x 

C. 169.254.x.x 

D. 196.245.x.x 

E. 128.1.1.x 

F. 127.1.x.x 

Correct Answer: C 

 

QUESTION 5

Which statement about the distributed SYN flood attack is true? 

A. A distributed SYN flood attack is carried out only by the valid address. 

B. A distributed SYN flood attack is carried out only by spoofed addresses. 

C. Botnet could be used to launch a distributed SYN flood attack. 

D. A distributed SYN flood attack does not completely deplete TCBs SYN-Received state backlog. 

E. A distributed SYN flood attack is the most effective SYN flood attack because it targets server memory. 

Correct Answer: C 

 

QUESTION 6

Refer to the exhibit. 

Which option describes the behavior of this configuration? 

A. Traffic from the 30.30.0.0/16 network to the 10.10.0.0/32 network will be translated. 
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B. Traffic from the 30.30.0.0/32 network to the 10.10.0.0/16 network will not be translated. 

C. Traffic from the 10.10.0.0/16 network to the 30.30.30.0/24 network will not be translated. 

D. Traffic from the 10.10.0.0/32 network to the 30.30.30.0/16 network will be translated. 

Correct Answer: C 

 

QUESTION 7

Refer to the exhibit. 

Which statement about this Cisco Catalyst switch 802.1X configuration is true? 

A. If an IP phone behind the switch port has an 802.1X supplicant, MAC address bypass will still be used to authenticate
the IP Phone. 

B. If an IP phone behind the switch port has an 802.1X supplicant, 802.1X authentication will be used to authenticate
the IP phone. 

C. The authentication host-mode multi-domain command enables the PC connected behind the IP phone to bypass
802.1X authentication. 

D. Using the authentication host-mode multi-domain command will allow up to eight PCs connected behind the IP phone
via a hub to be individually authentication using 802.1X. 

Correct Answer: B 

 

QUESTION 8

Which ISMS provides the basis for an optional business certification logo program? 

A. HIPAA 
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B. NIST 800-53 

C. ISO 27001 

D. TOGAF 

E. ISO 27002 

F. COBIT 5 

Correct Answer: C 

 

QUESTION 9

Refer to the exhibit. 

According to this DHCP packet header, which field is populated by a DHCP relay agent with its own IP address before
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the DHCPDISCOVER message is forwarded to the DHCP server? 

A. ciaddr 

B. yiaddr 

C. siaddr 

D. giaddr 

Correct Answer: D 

 

QUESTION 10

Refer to the exhibit. Which effect of this configuration is true? 

A. Host_1 learns about R1,R2 and R3 and prefers R2 as its default router. 

B. Host_1 learns about R2,R3 only and R3 and prefers R3 as its default router. 

C. Host_1 selects R2 as its default router and load balances between R2 and R3. 
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D. Host_1 learns about R1,R2 and R3 and load balances between them. 

E. Host_1 learns about R2,R3 only and R3 and prefers R2 as its default router. 

Correct Answer: A 

 

 

QUESTION 11

Which domain is used for a reverse lookup of IPv4 addresses? 

A. in-addr.arpa 

B. ip4.arpa 

C. in-addr.net 

D. ip4.net 

Correct Answer: A 

 

QUESTION 12

What is the range of valid stratum numbers for NTP when configuring a Cisco IOS device as an authoritative NTP
server? 

A. 0 to 16 

B. 1 to 15 

C. 0 to 4 

D. 1 to 16 

Correct Answer: B 

When configuring a Cisco device as NTP master its clock becomes a reference clock for time synchronization to other
devices. The stratum of the NTP master can be configured in the range 1-15, but will usually be configured as stratum-1
Reference: https://seriousnetworks.wordpress.com/2013/08/08/configuring-ntp-on- cisco- ios-devices/ 
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