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QUESTION 1

Alice, a threat intelligence analyst at HiTech Cyber Solutions, wants to gather information for identifying emerging
threats to the organization and implement essential techniques to prevent their systems and networks from such
attacks. Alice is searching for online sources to obtain information such as the method used to launch an attack, and
techniques and tools used to perform an attack and the procedures followed for covering the tracks after an attack.
Which of the following online sources should Alice use to gather such information?

A. Financial services

B. Social network settings

C. Hacking forums

D. Job sites

Correct Answer: C

QUESTION 2

Tracy works as a CISO in a large multinational company. She consumes threat intelligence to understand the changing
trends of cyber security. She requires intelligence to understand the current business trends and make appropriate
decisions regarding new technologies, security budget, improvement of processes, and staff. The intelligence helps her
in minimizing business risks and protecting the new technology and business initiatives.

Identify the type of threat intelligence consumer is Tracy.

A. Tactical users

B. Strategic users

C. Operational users

D. Technical users

Correct Answer: B

QUESTION 3

Tim is working as an analyst in an ABC organization. His organization had been facing many challenges in converting
the raw threat intelligence data into meaningful contextual information. After inspection, he found that it was due to noise
obtained from misrepresentation of data from huge data collections. Hence, it is important to clean the data before
performing data analysis using techniques such as data reduction. He needs to choose an appropriate threat
intelligence framework that automatically performs data collection, filtering, and analysis for his organization.

Which of the following threat intelligence frameworks should he choose to perform such task?

A. HighCharts

B. SIGVERIF
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C. Threat grid
D. TC complete

Correct Answer: D

QUESTION 4

Henry. a threat intelligence analyst at ABC Inc., is working on a threat intelligence program. He was assigned to work on
establishing criteria for prioritization of intelligence needs and requirements. Which of the following considerations must
be employed by Henry to prioritize intelligence requirements?

A. Understand frequency and impact of a threat

B. Understand data reliability

C. Develop a collection plan

D. Produce actionable data

Correct Answer: A

QUESTION 5

An analyst wants to disseminate the information effectively so that the consumers can acquire and benefit out of the
intelligence.

Which of the following criteria must an analyst consider in order to make the intelligence concise, to the point, accurate,
and easily understandable and must consist of a right balance between tables, narrative, numbers, graphics, and
multimedia?

A. The right time

B. The right presentation

C. The right order

D. The right content

Correct Answer: B

QUESTION 6

Kathy wants to ensure that she shares threat intelligence containing sensitive information with the appropriate audience.
Hence, she used traffic light protocol (TLP). Which TLP color would you signify that information should be shared only
within a particular community?

A. Red
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B. White
C. Green
D. Amber

Correct Answer: D

QUESTION 7

In which of the following storage architecture is the data stored in a localized system, server, or storage hardware and
capable of storing a limited amount of data in its database and locally available for data usage?

A. Distributed storage
B. Object-based storage
C. Centralized storage
D. Cloud storage

Correct Answer: B

QUESTION 8

SecurityTech Inc. is developing a Tl plan where it can drive more advantages in less funds. In the process of selecting a
Tl platform, it wants to incorporate a feature that ranks elements such as intelligence sources, threat actors, attacks,
and digital assets of the organization, so that it can put in more funds toward the resources which are critical for the
organization\\'s security.

Which of the following key features should SecurityTech Inc. consider in their TI plan for selecting the Tl platform?

A. Search

B. Open

C. Workflow

D. Scoring

Correct Answer: D

QUESTION 9

During the process of threat intelligence analysis, John, a threat analyst, successfully extracted an indication of
adversary\\'s information, such as Modus operandi, tools, communication channels, and forensics evasion strategies
used by adversaries.

Identify the type of threat intelligence analysis is performed by John.

A. Operational threat intelligence analysis
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B. Technical threat intelligence analysis
C. Strategic threat intelligence analysis
D. Tactical threat intelligence analysis

Correct Answer: D

QUESTION 10

An attacker instructs bots to use camouflage mechanism to hide his phishing and malware delivery locations in the
rapidly changing network of compromised bots. In this particular technique, a single domain name consists of multiple IP
addresses.

Which of the following technique is used by the attacker?

A. DNS zone transfer

B. Dynamic DNS

C. DNS interrogation

D. Fast-Flux DNS

Correct Answer: D
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