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QUESTION 1

-- Exhibit

Hostname: V11-BiglP-8 local

f:

[ owLine (sTANDBY)
|l changes Pending

Administrator
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""*4# Statistics -
Dashboard I 7
Setuy .S
Module Statistics IHE i ——upmm
Performance
User Documentation Ask F5
%) iapp Technical documentation for this product, including user guides and release notes, is avallable on Ask F& features quick solutions to technical questions, productmanuals, release notes, an online
;i

|Z) wizards

{L j Global Traffic
3 Local Trame
G
=
21 Network

Access Policy

Device Management

System

the Ask F5 Technical Support web site.
& User Documentation

Preferences
On the System Preferences screen, you can customize the general preferences for the
Configuration Utility.

® System Preferences

Additional Setup Options

Use the following additional configuration options to refine the system setup, once you have
initially configured the system using the Setup Utility

System Device Cerificate
DNS

NTF

SHMP

User Authentication

Setup Utility
Run the Setup Utility again to make changes to basic device setftings and standard network
configuration.

® Runthe Setup Utility

support case generator, and general information about F5 Networks and products. AskF5
provides unlimited access to all customers covered under an FS senvice agreement.

* Visit Ask

Solution Center

The Solution Center features step-by-step Deployment Guides, White Papers, Application Briefs,
Success Stories, Tutorials and much more.

* Visitthe Solution Center
DevCentral
DevCentral provides network administrators and application developers with extensive taols, tips,
technigues, and community resources designed to speed iControl development and acl as a
forum lo share best practices

* VisitDevCentral
WMeodules
F5 BIG-P devices are a modular system, so you can add new functions as necessary to quickly
adapt to changing application and business needs. Modules include options for acceleration,
security, and other application delivery solutions.

* Visit BIG-IF Modules

Plug-ins

Downloads

Agents

The following agents provide additional functionality for Microsoft® Windows Server™ platforms.
® [SAP| Plug-in
® |SAP| Plug-in (x64 edition)

This plug-in uses the WM! interface to gather system metrics for use in Dynamic Ratio load
balancing mode.

-- Exhibit -Refer to the exhibit.

Which step should an
A. provision AVR
B. reboot the device

C. install the AVR add

LTM Specialist take to utilize AVR?

-on

D. license the device for AVR

Correct Answer: A

QUESTION 2

An LTM Specialist is tasked with ensuring that the syslogs for the LTM device are sent to a remote syslog server. The

BIG-IP Edge Client™ Components
Use the following links to download BIG-IP Edge Client™ applications and tools

® BIG-IF Edge Client™ far Wil Mac 08 and Linux
* CompanentInstaller Package for Windows

® Fullarmor GPAnywhere for VPN

* Fullarmor G

following is an extract from the config file detailing the node and monitor that the LTM device is using for the remote

syslog server:
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monitor Syslog_15002 { defaults from udp dest *:15002

}

node 91.223.45.231 { monitor Syslog_15002 screen RemoteSYSLOG

}

There seem to be problems communicating with the remote syslog server. However, the pool monitor shows that the
remote server is up. The network department has confirmed that there are no firewall rules or networking issues
preventing the LTM device from communicating with the syslog server. The department responsible for the remote
syslog server indicates that there may be problems with the syslog server. The LTM Specialist checks the BIG-IP LTM
logs for errors relating to the remote syslog server. None are found. The LTM Specialist does a tcpdump:

tcpdump -nn port 15002, with the following results: 21:28:36.395543 IP 192.168.100.100.44772 > 91.223.45.231.15002:
UDP, length 19 21:28:36.429073 IP 192.168.100.100.39499 > 91.223.45.231.15002: UDP, length 169 21:28:36.430714
IP 192.168.100.100.39499 > 91.223.45.231.15002: UDP, length 181 21:28:36.840524 IP 192.168.100.100.39499 >
91.223.45.231.15002: UDP, length 169 21:28:36.846547 IP 192.168.100.100.39499 > 91.223.45.231.15002: UDP,
length 181 21:28:39.886343 IP 192.168.100.100.39499 > 91.223.45.231.15002: UDP, length 144

NotE. 192.168.100.100 is the self IP of the LTM device.

Why are there no errors for the remote syslog server in the log files?

A. The -log option for tcpdump needs to be used.

B. The monitor type used is inappropriate.

C. The "verbose" logging option needs to be enabled for the pool.

D. When the remote syslog sever fails, it returns to service before the timeout for the monitor has expired.

Correct Answer: B

QUESTION 3

A stand-alone LTM device is to be paired with a second LTM device to create an active/standby pair. The current stand-
alone LTM device is in production and has several VLANs with floating IP addresses configured. The appropriate device
service clustering (DSC) configurations are in place on both LTM devices.

Which two non-specific DSC settings should the LTM Specialist configure on the second LTM device to ensure no
errors are reported when attempting to synchronize for the first time? (Choose two.)

A. pools
B. VLANs
C. default route

D. self IP addresses

Correct Answer: BD
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QUESTION 4

An LTM Specialist is running the following packet capture on an LTM device:

ssldump -Aed -ni vlan301 \\'port 443\

Which two SSL record message details will the ssldump utility display by default? (Choose two.)
A. HTTP Version

B. User-Agent

C. ClientHello

D. ServerHello

E. Issuer

Correct Answer: CD

QUESTION 5

-- Exhibit

Device A Device B Device C Device D

Active Active Standby Active

-- Exhibit -Refer to the exhibit.

An LTM Specialist is upgrading the LTM devices.
Which device should be upgraded first?

A. Device A

B. Device B

C. Device C

D. Device D
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Correct Answer: C

QUESTION 6

-- Exhibit
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Wew ICP connection #1: 172.16.1.3(63936) <-> 172.16.20.21(443)

11 0.0013 (0.0013) C>5 Handshake
ClientHello
Version 3.1
cipher suites
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA WITH AES_128_CBC_SHA
TLS_RSA_WITH AES_256_CBC_SHA
TLS_RSA WITH 3DES_EDE_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHAZ
TLS_RSA WITH AES 256 CBC_SHAZ
Unknown value OxIf
compression methods
NULL

12 0.0038 (0.0025) 5S>C Handshake
ServerHello
Version 3.1
session_id[32]=
7c 00 d2 cf 81 £8 cd ab 6b
12 Sf £2 o8 2a a2 e ef le

56
56

S
f1

€0 9a cc 19 df £7
10 41 61 99 &d 27

cipnersuite TLS_RSA WITH_RC4_128_SHR
compressienMethod NuLL
13 0.0038 (0.0000) S>C Handshake
Certificate
14 0.0038 (0.0000) S>C Handshake
CertificaceRequest
certificate_types rsa_sign
dss_sign

cercificate types
certificave_authority
0 81 90 31 Ob 30 09 06 03

31 Ob 30 09 06 03 55 04 08
Oe 06 03 55 04 07 13 07 53
14 30 12 06 03 55 04 Oa 13
65 2e 43 6f 6d 31 14 30 12
45 €= 67 €9 6= 65 63 72 69
03 55 04 03 13 2d 43 4e 34
65 72 2c 4f 55 3d 45 6e 67
67 2c 44 43 3d 65 78 61 64
€3 62 €d
ServerHelloDone
15 0.0040 (0.0002) C>5 Handshake
Cercificate
16 0.0040 (0.0000) C>5 Handshake
ClientXeyExchange

unknown value

06
57

61 74
45 78
03 55

81

6f 62
6e 65
6c 65

13
41
74
61
04
36
6e
€5
2c

55
10
65
10
13
34
55
62
43

17 0.0040 (0.0000) C>8
18 0.0044 (0.0003) C>S

ChangeCiphexSpec
Handshake

19 0.0049 (0.0004) S>C Alext

level faval

value handshake_failure
1 0.0048 (0.0000) S5C TCP FIN
1 0.004% (0.0000) C€>5 TICP RST

Direct to application server:
New TCP connection #1: 1.1.2.150(64506) <-> 172.16.20.21(443)
11 0.0027 (0.0027) C>5 Handshake
ClientHella
Version 3.1
resume [32]=
96 55 ee €0 53 90 e5 63 £2 46 3c Sc 19 59 Ba fa
c& &6 2f Sf 6= 80 40 dd 08 05 Sc 74 £7 3a d6 61

cipher suites

Unknown value Oxe00a

Unknown value 0xcO14

TLS_DHE_RSA_WITH CAMELLIA_256_CBC_SHA

TLS DHE DSS WITH CAMELLIA 256 CBC SHA

TLS_DHE_RSA_WITH AES_256_CBC_SHA

TLS_DHE_DSS_WITH_AES_256_CBC_SHA

Uninown value 0xGOOf

Unknown value 0xc005

TLS_RSA WITH CAMELLIA 256 CBC_SHA

TLS RSA WITH AES 256 CBC SHA

Unknown value 0xc007

Unknown value 0xc009

Unknown value Oxe01l

Unknown value 0xcO13

Unknown value 0x45

Unknown value Ox44

TLS_DHE_DSS_WITH_RC4_128_SHA

TLS_DHE RSA WITH AES 128 CBC SHA

TLS_DHE DSS_WITH AES_128 CBC_SHA

Unknown value 0xcO0c

Unknewn value OxcO0e

Unknown value 0xc002

Unknown value 0xc004

Unknown value 0x96

TLS DHE RSA WITH AES_128_CBC_SHA256

TLS_RSA_WITH_RC4_128_SHA

TLS_RSA WITH RC4 128 MDS

TLS_RSA_WITH RES_126 CBC_SHA

Unknown value 0xc008

Unknown value 0xc012

TLS_DHE_RSA_WITH SDES_EDE_CBC_SHA

TLS_DHE_DSS_WITH_SDES_EDE_CBC_SHA

Uniknown value Oxc00d

Unknown value 0xc003

Unknown value Oxfeff

TLS_RSA WITH 3DES EDE CBC SHA

compression methods

12 0.0098 (0.0071) S>C Handshake
ServerHello
Version 3.1
session_id[0)=

ciphersuite TLS DHE RSA WITH CAMELLIA 256 CBC_SHA
comprassicnMechod NULL
13 0.0098 (0.0000) S>C Handshake
Certificate
14 0.0098 (0.0000) S>C Handshake
ServerKeyExchange
15 0.0098 (0.0000) S>C Handshake
CertificateRequest
certificate_types rza_fixed dn
certificate types dss_fixed dn
certificate_types r=a_sign
certificate_types das_sign
certificate types unknown value

certificate_authority
30 81 90 31 Ob 30 09 06 03 55 04 06 13 02 55 53
31 Ob 30 09 06 03 55 04 08 13 02 57 41 31 10 30
Qe 06 03 55 04 07 13 07 53 65 61 74 74 6c 65 31
14 30 12 06 03 55 04 Oa 13 Ob 45 78 61 &d 70 6c
€5 2e 43 6f 6d 31 14 30 12 06 03 55 04 Ob 13 Ob
45 6e 67 69 6= 65 65 72 69 &= 67 31 36 30 34 06
03 55 04 03 13 2d 43 9e 3d 4a 6f 68 6e 20 55 73
65 72 2c 4f 55 34 45 6= 67 €9 6e 65 65 72 69 6a
67 2c 44 43 3d 65 78 61 6d 70 6C 65 2c 944 43 3d
63 6f 6d
ServerHelloDone
1 0.0448 (0.0343) C>S TCP FIN
1 0.0460 (0.0012) S>C TCP FIN
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-- Exhibit -

Refer to the exhibit.

An LTM Specialist has created a virtual server to load balance traffic to a pool of HTTPS servers. The servers use client
certificates for user authentication. The virtual server has clientssl, serverssl, and http profiles enabled. Clients are
unable

to connect to the application through the virtual server. Clients are able to connect to the application servers directly.
What is the root cause of the problem?

A. The application server does NOT support 2048-bit keys.

B. The clientssl profile is NOT set to require a client certificate.

C. The LTM device does NOT trust the issuing CA of the client certificate.

D. The application server does NOT see the client certificate due to SSL offload.

Correct Answer: D

QUESTION 7

A web application requires knowledge of the client\\'s true IP address for logging and analysis purposes. Instances of
the application that can decode X-Forwarded-For HTTP headers reside in pool_a, while pool_b instances assume the
source

IP is the true address of the client.

Which iRule provides the proper functionality?

A. when HTTP_DATA { if {{HTTP::header exists X-Forwarded-For]{ pool pool_a } else { pool pool_b

}

}

B. when HTTP_RESPONSE { if {{[HTTP::header exists X-Forwarded-For]H pool pool_a } else { pool pool_b

}

}

C. when HTTP_REQUEST { if {{HTTP::header exists X-Forwarded-For]} pool pool_a } else { pool pool_b

}

}

D. when HTTP_OPEN { if {{HTTP::header exists X-Forwarded-For]}{ pool pool_a } else { pool pool_b

}
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Correct Answer: C

QUESTION 8
-- Exhibit
General Configuration Cusiom
I Profile Name avr_example
Partition / Path Comman
Parent Proie
Profile Description
I
’ ~ Imernal ‘f
Statistics Logging Type External 7
. Internal o
Trafiic Capturing Logging Type External r
SMTP Configuration Mone (Mole: Setting can be changed only through the default analytics profile.)
v Sysiog v
Motification Typa SNMP
E-mail
Trust XFF " Enable
Transaction Sampling Ratio Sample all ransactions (Mote: Setting can be changed only through the defaull analylics profile.)
Included Objects
|| Name i Destination Service Porl. Pariition / Path
Virual Servers Wa records to display.
Add... Delete
Statistics Gathering Configuraticn Custom |
' Sarver Lateney
Page Load Time
Gollecied Megics + Thraughput
Usar Sassions
URLs
Countries
. Client IP Addresses
Caollecled Entitlies / Response Codes
Usar Agents
+ Methods

Alerts and Notificatlions Configuration

Alert when [Avaraga TPS :] Is [ below :_J Trans/see, for
Add New Rule
secondsin | an Application 3 Add
(1| Rute | Edi |
Active Rules Alertwhen Average Server Lalency is below 50 ms for 300 seconds in gn Application. Edit ||
Delete

Cancel || Finished Mote: Changes you make might take up o 10 minules 1o be reflecled in the charls.

301B VCE Dumps | 301B Practice Test | 301B Study Guide 8/13


https://www.certbus.com/301b.html
https://www.certbus.com/301b.html
https://www.certbus.com/301b.html

www.CertBus.com https://www.certbus.com/301b.html
CE RT 2024 Latest certbus 301B PDF and VCE dumps Download

-- Exhibit -

Refer to the exhibit.

An LTM Specialist sets up AVR alerts and notifications for a specific virtual server if the server latency exceeds 50ms.
The LTM Specialist simulates a fault so that the server latency is consistently exceeding the 50ms threshold; however,
no

alerts are being received.

Which configuration should the LTM Specialist modify to achieve the expected results?

A. The rule should be adjusted to trigger when server latency is above 50ms.

B. SNMP alerting should be enabled to allow e-mail to be sent to the support team.

C. User Agents needs to be enabled to ensure the correct information is collected to trigger the alert.

D. The metric "Page Load Time" needs to be enabled to ensure that the correct information is collected.

Correct Answer: A

QUESTION 9

Which iRule statement demotes a virtual server from CMP?
A. set ::foo 123

B. set static::foo 123

C. persist source_addr 1800

D. [ class match $SHTTP_CONTENT contains my_data_class ]

Correct Answer: A

QUESTION 10

An LTM Specialist configures the following iRule on an LTM device: when HTTP_REQUEST { if {[string tolower
[HTTP::uri]] contains "/URI1/" } { pool Pooll } elseif {[string tolower [HTTP::uri]] contains "/URI2/" } { pool Pool2 } elseif
{[string tolower [HTTP::uri]] contains "/URI3/" } { pool Pool3 }

else { pool Pool4} } Given the following request: http://www.example.comURI1/index.html?fu=barandpass=1234
Which pool will be selected by the iRule?

A. Pooll

B. Pool2

C. Pool3
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D. Pool4

Correct Answer: D

QUESTION 11

When re-licensing an LTM device from the command line interface, which tmsh command should the LTM Specialist
use to generate the required information to provide on the F5 licensing portal?

A. tmsh run /util get-dossier
B. tmsh generate /sys dossier
C. tmsh list /sys registration-key

D. tmsh install /sys license registration-key

Correct Answer: A

QUESTION 12

An LTM Specialist is troubleshooting a problem on an eCommerce website. The user browses the online store using
port 80, adding items to the shopping cart. The user then clicks the "Checkout" button on the site, which redirects the
user to port 443 for the checkout process. Suddenly, the user\\'s shopping cart is shown as empty. The shopping cart
data is stored in memory on the server, and the default source address persistence profile is used on both virtual
servers.

What is the issue?

A. The port 80 pool member is deleting the user\\'s session cookie.

B. The port 443 pool member is deleting the user\\'s session cookie.

C. The port 80 and port 443 connections are balanced to the same node.

D. The port 80 and port 443 connections are balanced to different nodes.

Correct Answer: D

QUESTION 13

-- Exhibit -- Exhibit -
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User [P 168.210.232.5

External Interface:
195,.56.67.66/ 26

FS5 Self IP: 195.56.67.69/26 Virtiial S ver WEBSERVICESL Firewall
VLAN: Externsl |P: 195, 56.67.90/26
Part: 443 Internal Interface:
55L Offlnading Enabled 192.166.100.1/24

F5 Self IP:192.168.100.100/24
WLAN: Internal

MNode: WS1 MNode'wS$2
IP:192.168.100. 20,24 IP:192.168,100,21,/24
DG:192.168.100.1 DG:192,168. 10001

Pool Name: WebServicesl
Motes: Service: port 80
LB Methoe: Least conns (member)

Refer to the exhibit.

Users receive an error when attempting to connect to the website https://website.com. The website has a DNS record of
195.56.67.90. The upstream ISP has confirmed that there is nothing wrong with the routing between the user and the

LTM device.

The following tcpdump outputs have been captured:

External Vlan, filtered on IP 168.210.232.5

00:25:07.598519 IP 168.210.232.5.33159 > 195.56.67.90.https: S 1920647964:1920647964(0) win 8192

00:25:07.598537 IP 195.56.67.90.https > 168.210.232.5.33159: S 2690691360:2690691360(0) ack 1920647965 win
4350

00:25:07.598851 IP 168.210.232.5.33160 > 195.56.67.90.https: S 2763858764:2763858764(0) win 8192
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00:25:07.598858 IP 195.56.67.90.https > 168.210.232.5.33160: S 1905576176:1905576176(0) ack 2763858765 win

4350
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Internal Vlan, filtered on IP 168.210.232.5

00:31:46.171124 1P 168.210.232.5.33202 > 192.168.100.20.http: S 2389057240:2389057240(0) win 4380

What is the problem?

A. The filters on the tcpdumps are incorrect.

B. The DNS entry for website.com is incorrect.

C. The virtual server \WEBSERVICES1\\' is listening on the incorrect port.

D. The firewall is dropping the connection coming from the pool members returned to the client.

E. The subnet masks of the pool members of pool WebServicesl and the f5 \VInternal\\' Vlan are incorrect.

Correct Answer: D

QUESTION 14

-- Exhibit

No. Time
114 17.145218
115 17.145221
117 17.145252
132 20.937633
135 20.942198
137 20.942235
141 20.945471
144 20.948418
145 20.987396

147 23.947014

Source
172.16.20.3
172.16.20.3
10.10.1.2
10.10.1.2
172.16.20.3

150 29.946271 172.16.

153 41.946358
157 65.946527

Destination
10.10.1.2
10.10.1.2
172.16.20.3
172.16.20.3
10.10.1.2
172.16.20.3
172.16.20. 3
10.10.1.2

-- Exhibit -Refer to the exhibit.

Protocol
TCP
FTP
TCP
FTP
FTP
TCP
FTP
TCP
TCP
TCP
TCP
TCP

Length Infa
92 ftp > 50645 [ACK] Seq=116 Ack=48 win=5792 Len=0 Tsval=86604174 TSecr=2562824726
111 Response: 215 UNIX Type: L8
92 50645 > frp [ACK] Seq=48 Ack=135 win=4314 Len=0 Tsval=2562824728 Tsecr=86604174
116 Request: PORT 10,10,1,2,162,211
143 Response: 200 PORT command successful. Consider using PASV.
92 50645 > frp [ACK] Seg=72 Ack=186 win=4565 Len=0 TSval=2562828525 Tsecr=86607970
98 RequestT: LIST
100 ftp-data > 41683 [SYN] Seq=0 Win=5840 Len—0 M55-1460 SACK_PERN=1 TSval-86607976 TSecr—0 WS=8
92 ftp > 50645 [ACK] 5Seq=186 Ack=78 win=5792 Len=0 Tsval=86608016 TSecr=2562828528
100 ftp-data > 41683 [SYN] Seq=0 wWin=5840 Len—0 M55-1460 SACK_PERN=1 TSval-86610976 TSecr—0 WS=8
100 ftp-data > 41683 [SYN] Seq=0 win=5840 Len=0 MSS=1460 SACK_PERN=1 Tsval=86616976 Tsecr=0 Ws=8
1100 ftp-data > 41683 [SYN] Seq=0 Win=5840 Len=0 M55-1460 SACK_PERN=1 T5val-86628976 TSecr=0 Ws=8
100 frp-data > 41683 [SYN] Seq=0 Win=5840 Len=0 M55=1460 SACK_PERM=1 TSval=86652976 TSecr=0 Ws=8

An LTM Specialist is investigating reports that users are unable to perform some commands through an FTP virtual
server. The LTM Specialist performs a capture on the server side of the LTM device.

What is the issue with the application?

A. data connection failing

B. LIST command disallowed

C. PORT command disallowed

D. command connection failing

Correct Answer: A

QUESTION 15
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An LTM Specialist with the Administrator role and terminal access of "tmsh" logs in via ssh and is in the Traffic Manager
Shell. The LTM Specialist wants to enter the bash shell to review log files. Which command does the LTM Specialist
need to run to access the bash shell?
A. exit
B. quit

C. run /cli bash

D. run /util bash

Correct Answer: D
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