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QUESTION 1
DRAG DROP

Drag and drop the Cisco WSA access policy elements from the left into the order in which they are processed on the
right.

Select and Place:

Answer Area

custom URL category action 1
malware scanning action 2
MIME type filter action 3
application filter action 4
URL category action 5

Correct Answer:

Answer Area
custom URL category
URL category
application filter
MIME type filter
malware scanning
QUESTION 2
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DRAG DROP

Drag and drop the access policy options from the left onto the correct descriptions on the right.

Select and Place:

Answer Area

objects allows ports via HTTP CONNECT

based on categories, can filter based on

rotocols and user agents : =0
P g time range and redirecting the request

file reputation filters based on AVC
applications filters based on file characteristics
URL filtering based on AMP
Correct Answer:
Answer Area
protocols and user agents
URL filtering
applications
objects

file reputation

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_01101.pdf (10)
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QUESTION 3

Which two parameters are mandatory to control access to websites with proxy authentication on a Cisco WSA?
(Choose two.)

A. External Authentication

B. Identity Enabled Authentication
C. Transparent User Identification
D. Credential Encryption

E. Authentication Realm

Correct Answer: BE

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_ 11 7/b_ WSA _
UserGuide_11 7_appendix_010111.html

QUESTION 4

What are all of the available options for configuring an exception to blocking for referred content?
A. all embedded/referred and all embedded/referred except

B. selected embedded/referred except, all embedded/referred, and selected embedded/referred
C. selected embedded/referred and all embedded/referred except

D. all embedded/referred, selected embedded/referred, and all embedded/referred except
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_11_7/b_WSA_
UserGuide_11_7_chapter_01001.html (procedure)

QUESTION 5

What must be configured to require users to click through an acceptance page before they are allowed to go to the
Internet through the Cisco WSA?

A. Enable End-User Acknowledgement Page and set to Required in Identification Profiles

B. Enable End -User URL Filtering Warning Page and set to Required in Identification Profiles
C. Enable End-User Acknowledgement Page and set to Required in Access Policies

D. Enable End-User URL Filtering Warning Page and set to Required in Access Policies
Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_UserGuide/b_WSA_User
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Guide_chapter_010100.html

QUESTION 6

How does the Cisco WSA choose which scanning engine verdict to use when there is more than one verdict?
A. based on the least restrictive verdict

B. based on the most restrictive verdict

C. based on the first verdict returned

D. based on the last verdict returned

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_010000.html

QUESTION 7

What is required on the Cisco WSA when an AMP file reputation server private cloud is configured?
A. private key from the server to encrypt messages

B. private key to decrypt messages

C. public and private keys from the server

D. public key from the server

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_010001.html

QUESTION 8

Which key is needed to pair a Cisco WSA and Cisco ScanCenter for CTA?
A. public SSH key that the Cisco WSA generates

B. public SSH key that Cisco ScanCenter generates

C. private SSH key that Cisco ScanCenter generates

D. private SSH key that the Cisco WSA generates

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
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QUESTION 9

Which configuration option is suitable for explicit mode deployment?
A. PAC

B. WCCP

C.ITD

D. PBR

Correct Answer: A

In explicit-mode deployment, users will point the proxy setting to WSA. This can be done by pointing directly to WSA or
via a PAC (Proxy Auto-Config) file.

QUESTION 10

An administrator wants to restrict file uploads to Facebook using the AVC feature.

Under which two actions must the administrator apply this restriction to an access policy? (Choose two.)
A. Monitor Facebook General

B. Monitor Social Networking

C. Monitor Facebook Photos and Videos

D. Monitor Facebook Messages and Chat

E. Monitor Facebook Application

Correct Answer: AC

Reference: https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/datasheet-
€78-741272.html
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