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QUESTION 1

An engineer is working on a switch and must tag packets with SGT values such that it learns via SXP. Which command
must be entered to meet this requirement?

A. ip source guard

B. ip arp inspection

C. ip device tracking maximum
D. ip dhcp snooping

Correct Answer: C

QUESTION 2

An organization is adding nodes to their Cisco ISE deployment and has two nodes designated as primary and
secondary PAN and MnT nodes. The organization also has four PSNs An administrator is adding two more PSNs to this
deployment but is having problems adding one of them What is the problem?

A. The new nodes must be set to primary prior to being added to the deployment

B. The current PAN is only able to track a max of four nodes

C. Only five PSNs are allowed to be in the Cisco ISE cube if configured this way.

D. One of the new nodes must be designated as a pxGrid node

Correct Answer: C

QUESTION 3

During a 802 1X deployment, an engineer must identify failed authentications without causing problems for the
connected endpoint.

Which command will successfully achieve this?
A. dotlxsystem-auth-control

B. dotlx pae authenticator

C. authentication open

D. authentication port-control auto

Correct Answer: C

QUESTION 4
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An administrator is attempting to replace the built-in self-signed certificates on a Cisco ISE appliance. The CA is
requesting some information about the appliance in order to sign the new certificate. What must be done in order to
provide the CA this information?

A. Install the Root CA and intermediate CA.

B. Generate the CSR.

C. Download the intermediate server certificate.

D. Download the CA server certificate.

Correct Answer: B

QUESTION 5

An administrator is trying to collect metadata information about the traffic going across the network to gam added
visibility into the hosts. This Information will be used to create profiling policies for devices us mg Cisco ISE so that
network access policies can be used.

What must be done to accomplish this task?

A. Configure the RADIUS profiling probe within Cisco ISE

B. Configure NetFlow to be sent to me Cisco ISE appliance.

C. Configure SNMP to be used with the Cisco ISE appliance

D. Configure the DHCP probe within Cisco ISE

Correct Answer: B

QUESTION 6

Which two ports do network devices typically use for CoA? (Choose two )
A. 443

B. 19005

C. 8080

D. 3799

E. 1700

Correct Answer: DE

QUESTION 7

An administrator is configuring cisco ISE lo authenticate users logging into network devices live logs. Which action
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ensures the users are able to log into the network devices?

A. Enable the device administration service in the Administration persona
B. Enable the session services in the administration persona.

C. Enable the service sessions in the PSN persona.

D. Enable the device administration service in the PSN persona.

Correct Answer: D

https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ISE_admin_guide_24/m_ise_tacacs_device_ad
min.html

QUESTION 8

During BYOD flow, from where does a Microsoft Windows PC download the Network Setup Assistant?
A. Cisco App Store

B. Microsoft App Store

C. Cisco ISE directly

D. Native OTA functionality

Correct Answer: C

QUESTION 9

A network engineer is configuring Cisco TrustSec and needs to ensure that the Security Group Tag is being transmitted
between two devices Where in the Layer 2 frame should this be verified?

A. CMD filed

B. 802.1Q filed

C. Payload

D. 802.1 AE header
Correct Answer: A

https://lwww.cisco.com/c/dam/global/en_ca/assets/ciscoconnect/2014/pdfs/policy_defined_segme
ntation_with_trustsec_rob_bleeker.pdf (slide 25)

QUESTION 10

Which controller option allows a user to switch from the provisioning SSID to the employee SSID after registration?
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A. User Idle Timeout

B. AAA Override

C. Fast SSID Change
D. AP SSID Fallback

Correct Answer: C

QUESTION 11

A network engineer received alerts from the monitoring platform that a switch port exists with multiple sessions. RADIUS
CoA using Cisco ISE must be used to address the issue. Which RADIUS CoA configuration must be used?

A. port bounce
B. no CoA

C. exception
D. reauth

Correct Answer: A

QUESTION 12

An administrator is attempting to join a new node to the primary Cisco ISE node, but receives the error message "Node
is Unreachable". What is causing this error?

A. The second node is a PAN node.

B. No administrative certificate is available for the second node.
C. The second node is in standalone mode.

D. No admin privileges are available on the second node.
Correct Answer: B

https://www.ciscopress.com/articles/article.asp?p=2812072

QUESTION 13

Which advanced option within a WLAN must be enabled to trigger Central Web Authentication for Wireless users on
AireOS controller?

A. DHCP server

B. static IP tunneling
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C. override Interface ACL
D. AAA override

Correct Answer: D

QUESTION 14

An engineer must use certificate authentication for endpoints that connect to a wired network with a Cisco ISE
deployment. The engineer must define the certificate field used as the principal username. What is needed to complete
the configuration?

A. authorization profile

B. authentication policy

C. authorization rule

D. authentication profile

Correct Answer: D

QUESTION 15

An engineer is using Cisco ISE and configuring guest services to allow wireless devices to access the network. Which
action should accomplish this task?

A. Create the redirect ACL on the WLC and add it to the WLC policy

B. Create the redirect ACL on the WLC and add it to the Cisco ISE policy.
C. Create the redirect ACL on Cisco ISE and add it to the WLC policy

D. Create the redirect ACL on Cisco ISE and add it to the Cisco ISE Policy

Correct Answer: B
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