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QUESTION 1

A customer is concerned with the use of the issued laptops even when devices are not on the corporate network. Which
agent continues to be operational even when the host is not on the Cisco ISE network?

A. Cisco ISE Agent

B. Cisco NAC Agent

C. Cisco Custom Agent
D. Cisco NAC Web Agent

Correct Answer: B

QUESTION 2

Which feature of Cisco ASA allows VPN users to be postured against Cisco ISE without requiring an inline posture
node?

A. RADIUS Change of Authorization
B. device tracking

C. DHCP snooping

D. VLAN hopping

Correct Answer: A

QUESTION 3

Where must periodic re-authentication be configured to allow a client to come out of the quarantine state and become
compliant?

A. on the switch port
B. on the router port
C. on the supplicant
D. on the controller

Correct Answer: A

QUESTION 4

Changes were made to the ISE server while troubleshooting, and now all wireless certificate authentications are failing.
Logs indicate an EAP failure. What is the most likely cause of the problem?
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A. EAP-TLS is not checked in the Allowed Protocols list

B. Certificate authentication profile is not configured in the Identity Store
C. MS-CHAPv2-is not checked in the Allowed Protocols list

D. Default rule denies all traffic

E. Client root certificate is not included in the Certificate Store

Correct Answer: A

QUESTION 5

Which advanced authentication setting is needed to allow an unknown device to utilize Central WebAuth?
A. If Authentication failed > Continue

B. If Authentication failed > Drop

C. If user not found > Continue

D. If user not found > Reject

Correct Answer: C

QUESTION 6

Which Cisco ISE feature can differentiate a corporate endpoint from a personal device?
A. EAP chaining

B. PAC files

C. authenticated in-band provisioning

D. machine authentication

Correct Answer: A

QUESTION 7

Which two of these are potential results of an attacker performing a DHCP server spoofing attack? (Choose two.)
A. DHCP snooping

B. DoS

C. confidentiality breach

D. spoofed MAC addresses
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E. switch ports being converted to an untrusted state

Correct Answer: BC

QUESTION 8

An engineer has created a redirect ACL to forward traffic to Cisco ISE. Which TCP port is used for the guest portal On
ISE?

A. 8080
B. 443

C. 8021
D. 8443

Correct Answer: D

QUESTION 9

A network administrator is seeing a posture status "unknown\\' for a single corporate mac address but unknown
machines are reported as “‘complaint\\'. Which option is the reason for machine being reported “unknown\\'.

A. Posture service disabled on cisco ISE

B. Posture policy does not support the OS

C. Posture agent not installed on the machine

D. Posture compliance condition is missing on the machine

Correct Answer: C

When a client first attempts to join the network, it might not have a NAC agent available to perform a posture
assessment. Without a NAC agent, ISE will have no mechanism to determine what software is running on the endpoint.

Accordingly, the endpoint will not know how to communicate its posture assessment to ISE. For this reason, an endpoint
without a posture agent will be assigned an Unknown posture status.

QUESTION 10

How many bits are in a security group tag?
A. 64

B. 8

C. 16

D. 32
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Correct Answer: C

QUESTION 11

In AAA, what function does authentication perform?

A. It identifies the actions that the user can perform on the device.
B. It identifies the user who is trying to access a device.

C. It identifies the actions that a user has previously taken.

D. It identifies what the user can access.

Correct Answer: B

QUESTION 12

aaa accounting network default start-stop group radius
aaa accounting update newinfo pericdic 30

Refer to the exhibit. What is sent as result of running the commands?

A. default accounting information every 30 minutes

B. interim accounting updates only when at least 30 new client attributes are buffered
C. accounting information after every 30 client sessions

D. interim accounting updates that contain new client information every 30 minutes

Correct Answer: D
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