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QUESTION 1

Which Cisco ESA component receives connections from external mail servers?
A. MTA

B. public listener

C. private listener

D. recipient access table

E. SMTP incoming relay agent

Correct Answer: B

QUESTION 2

Which option is a benefit of Cisco hybrid email security?
A. on-premises control of outbound data

B. advanced malware protection

C. email encryption

D. message tracking

Correct Answer: A

QUESTION 3

Which two commands are valid URL filtering commands? (Choose two.)
A. url-server (DMZ) vendor smartfilter host 10.0.1.1

B. url-server (DMZ) vendor url-filter host 10.0.1.1

C. url-server (DMZ) vendor n2h2 host 10.0.1.1

D. url-server (DMZ) vendor CISCO host 10.0.1.1

E. url-server (DMZ) vendor web host 10.0.1.1

Correct Answer: AC

QUESTION 4

Which Cisco Web Security Appliance design requires minimal change to endpoint devices?
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A. Transparent Mode

B. Explicit Forward Mode
C. Promiscuous Mode

D. Inline Mode

Correct Answer: A

QUESTION 5

Which three zones are used for anomaly detection in a Cisco IPS? (Choose three.)
A. internal zone

B. external zone

C. illegal zone

D. inside zone

E. outside zone

F. DMZ zone

Correct Answer. ABC

QUESTION 6
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Which signature definition is virtual sensor 0 assigned to use?
A. rulesO

B. vsO

C. sig0

D. ad0

E. adl

F. sigl

Correct Answer: C

This is the default signature.

You can create multiple security policies and apply them to individual virtual sensors. A security policy is made up of a
signature definition policy, an event action rules policy, and an anomaly detection policy. Cisco IPS contains a default

signature definition policy called sig0, a default event action rules policy called rules0, and a default anomaly detection
policy called ad0. You can assign the default policies to a virtual sensor or you can create new policies.

QUESTION 7

An ASA with an IPS module must be configured to drop traffic matching IPS signatures and block all traffic if the module
fails. Which describes the correct configuration?

A. Inline Mode, Permit Traffic
B. Inline Mode, Close Traffic
C. Promiscuous Mode, Permit Traffic
D. Promiscuous Mode, Close Traffic

Correct Answer: B

QUESTION 8

Which two conditions must you configure in an event action override to implement a risk rating of 70 or higher and
terminate the connection on the IPS? (Choose two.)

A. Configure the event action override to send a TCP reset.

B. Set the risk rating range to 70 to 100.

C. Configure the event action override to send a block-connection request.
D. Set the risk rating range to 0 to 100.

E. Configure the event action override to send a block-host request.
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Correct Answer: AB

QUESTION 9

What are two features of the Cisco ASA NGFW? (Choose two.)
A. It can restrict access based on qualitative analysis.

B. It can restrict access based on reputation.

C. It can reactively protect against Internet threats.

D. It can proactively protect against Internet threats.

Correct Answer: BD

QUESTION 10

What are three benefits of the Cisco AnyConnect Secure Mobility Solution? (Choose three.)
A. It can protect against command-injection and directory-traversal attacks.

B. It provides Internet transport while maintaining corporate security policies.

C. It provides secure remote access to managed computers.

D. It provides clientless remote access to multiple network-based systems.

E. It enforces security policies, regardless of the user location.

F. It uses ACLs to determine best-route connections for clients in a secure environment.

Correct Answer: BCE

QUESTION 11

Refer to the exhibit.
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MAIL POLICY “DEFAULT" MATCHED THESE RECIPIENTS: user@mydomain.com

29 Apr 2014 11:53:14 (GMT +00:00) | Protocal SMTP interface Management (IP 172.18.254.17) on incoming connection (ICID 356) from
sgnder IP 10.150.54.161. Reverse DNS hnstdqﬁdp—_lﬂ-15ﬂ-54-151.ciscn.com verified yes.

29 Apr 2014 11:53:14 (GMT +00:00) | (ICID 356) ACCEPT sender group SUSP_E_(_:‘I'.]_.LS‘If]ﬁﬂtch 10.150.54.161 SBRS rfc1918

2% Apr 2014 11:53:23 (GMT +00:00) | Start message 1022 on Incoming cunri.dqt_i_n‘.l:"l 'fi-CID 356).

20 Apr 2014 11:53:23 (GMT +00:00) | Message 1022 engueued on inl:on_'ling Foﬁlhection (ICID 358) from user@somedomain.com.
20 Apr 2014 11:53:27 (GMT +00:00) | Message 1022 an inc.nmin_g_t;nnng:i';l:-i;:m (ICID 356} added recipient {user@mydomain.com).
29 Apr 2014 11:53:40 (GMT +00:00) | Message 1022 ariginal, suh_[ec:nn injection: my emails

29 Apr 2014 11:53:40 (GMT +00:00) | Message IER{?ED\-'E&} ;rm'n user@somedomain.com ready.

20 Apr 2014 11:53:40 (GMT +00:00) | Message lﬁﬂ'rhﬁtd:léd per-recipient policy DEFAULT for inbound mail policies.

29 Apr 2014 11:53:40 (GMT +00:00) MES&E-E 1322 scanned by Anti-Spam engine: CASE. Interim verdict: Negative

29 Apr 2014 11:53:40 (GMT +00: Ul]], Hﬁsag‘e 1012 scanned by Anti-Spam engine CASE. Interim verdict: definitely negative.

25 Apr 2014 11:53:40 (GMT +00: Uﬂj Mmagl: 1022 scanned by Anti-Spam engine: CASE. Final verdict: Negative

20 Apr 2014 11:53:40 (GMT +00:00) Hessage 1022 scanned by Anti-Virus engine Sophos. Interim verdict: CLEAN

25 Apr 2014 11:53:40 (GMT +00:00) | Message 1022 scanned by Anti-Virus engine. Final verdict: Negative

29 Apr 2014 11:53:40 (GMT +00:00) | Message 1022 queued for delivery.

The system administrator of mydomain.com received complaints that some messages that were sent from sender
user@somedomain.com were delayed. Message tracking data on the sender shows that an email sample that was
received was clean and properly delivered. What is the likely cause of the intermittent delays?

A. The remote MTA has a SenderBase Reputation Score of -1.0.

B. The remote MTA is sending emails from RFC 1918 IP addresses.

C. The remote MTA has activated the SUSPECTLIST sender group.

D. The remote MTA has activated the default inbound mail policy.

Correct Answer: C

QUESTION 12

Which Cisco technology combats viruses and malware with virus outbreak filters that are downloaded from Cisco
SenderBase?

A. ASA

B. WSA

C. Secure mobile access
D. IronPort ESA

E. SBA

Correct Answer: D
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