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QUESTION 1

Which command is used to nest objects in a pre-existing group? 

A. object-group 

B. network group-object 

C. object-group network 

D. group-object 

Correct Answer: D 

 

QUESTION 2

How much storage is allotted to maintain system,configuration , and image files on the Cisco ASA 1000V during OVF
template file deployment? 

A. 1GB 

B. 5GB 

C. 2GB 

D. 10GB 

Correct Answer: C 

 

QUESTION 3

Refer to the exhibit. What type of attack is being mitigated on the Cisco ASA appliance? 
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A. HTTP and POST flood attack 

B. HTTP Compromised-Key Attack 

C. HTTP Shockwave Flash exploit 

D. HTTP SQL injection attack 

Correct Answer: D 

 

QUESTION 4

Which option describes the purpose of the input parameter when you use the packet-tracer command on a Cisco
device? 

A. to provide detailed packet-trace information 

B. to specify the source interface for the packet trace 

C. to display the trace capture in XML format 

D. to specify the protocol type for the packet trace 

Correct Answer: B 

 

300-206 PDF Dumps | 300-206 Study Guide | 300-206 Exam Questions                                3 / 8

https://www.certbus.com/300-206.html
https://www.certbus.com/300-206.html
https://www.certbus.com/300-206.html


https://www.certbus.com/300-206.html
2021 Latest certbus 300-206 PDF and VCE dumps Download

QUESTION 5

An engineer must secure a current monitoring environment by using the strongest encryption allowed within SNMPv3
configuration. Which two encryption methods meet this requirement? (Choose two.) 

A. 3DES 

B. AES 

C. RSA-SIG 

D. DES 

E. MD5 

Correct Answer: AB 

 

QUESTION 6

Which statement about Cisco ASA NetFlow v9 (NSEL) is true? 

A. NSEL events match all traffic classes in parallel 

B. NSEL is has a time interval locked at 20 seconds and is not user configurable 

C. NSEL tracks flow-create, flow-teardown, and flow-denied events and generates appropriate NSEL data records 

D. You cannot disable syslog messages that have become redundant because of NSEL 

E. NSEL tracks the flow continuously and provides updates every 10 second 

F. NSEL provides stateless IP flow tracking that exports all record od a specific flow 

Correct Answer: C 

http://www.cisco.com/c/en/us/td/docs/security/asa/asa82/configuration/guide/config/monitor_nsel.html 
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QUESTION 7

A Cisco ASA is configured in multiple context mode and has two user-defined contexts-- Context_A and Context_B.
From which context are device logging messages sent? 

A. Admin 

B. Context_A 

C. Context_B 

D. System 

Correct Answer: A 

 

QUESTION 8

What configuration can affect snmp-server ID modification? 

A. Earlier snmp configuration 

B. Earlier snmp group 

C. Earlier snmp user 

D. SNMP is disabled 

E. SNMP is set to version 3 

Correct Answer: C 

To configure a remote user, specify the IP address or port number for the remote SNMP agent of the device where the
user resides. Also, before you configure remote users for a particular agent, configure the SNMP engine ID, using the 

command snmp-server engineID with the remote option. 

The remote agent\\'s SNMP engine ID is needed when computing the authentication/privacy digests from the password.
If the remote engine ID is not configured first, the configuration command will fail. 

 

QUESTION 9

ACL config exibit: 

-Shows an ACL called OUTSIDE-IN controlling whether IPSEC connections are allowed 

-ACL has permits on it to allow IPSEC connections to and from an inside network address of 10.10.10.x to an outside IP
of 198.x.x.x along with some explicit denies -Shows the ACL being applied to the outside interface using something
like: 

access-group OUTSIDE-IN in interface outside control-plane 

Which direction is traffic inspected on the interface 
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A. Controling IP traffic from the outside interface 

B. Controling IPsec traffic from the outside interface 

C. Controling IP traffic to the outside interface 

D. Controling IPsec traffic to the outside interface 

Correct Answer: D 

 

QUESTION 10

Drag and drop the Cisco Prime Security Manager available reports on the left onto the correct report examples on the
right. 

Select and Place: 

Correct Answer: 
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QUESTION 11

Which two statements about the utilization of IPv4 and IPv6 addresses in the Cisco ASA 9.x firewall access list
configuration are true? (Choose two.) 

A. Mixed IPv4 and IPv6 addresses cannot be used in the same access list entry 

B. Mixed IPv4 and IPv6 addresses can be used in the same access list entry 

C. Mixed IPv4 and IPv6 addresses can be used in the same access list for network object group 

D. Mixed IPv4 and IPv6 addresses cannot be used in the same access list 

E. Mixed IPv4 and IPv6 addresses cannot be used in the same access list for network object group 

Correct Answer: BC 

 

QUESTION 12

Which command in ASA allows ASDM connection from client PC over https with the Local AAA user database? 

A. aaa authentication enable console LOCAL 

B. aaa authentication http console LOCAL 

C. aaa authentication ssh console LOCAL 

D. aaa authentication Telnet console LOCAL 

Correct Answer: B 
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