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QUESTION 1

Which information is required in order to release an email from the Malware Quarantine?
A. Pen Number

B. Date, Sender and Recipient

C. Email ID

D. Identified Malware Name

Correct Answer: A

QUESTION 2

What is the purpose of creating groups for use with Data Protection?
A. To add email addresses for Address Registration

B. To apply Anti-Malware scanning from certain employees

C. To apply policies to certain employees

D. To record email address trigged by policies

Correct Answer: C

QUESTION 3

What is the primary reason a business would require encrypted email delivery?
A. Industry Best Practice

B. Data Loss Prevention

C. Customer Security

D. Compliance

Correct Answer: D

QUESTION 4
Where can an administrator locate the "Pen Number" for an email quarantined by Anti-Malware?
A. Administrator Quarantine

B. Track and Trace
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C. Malware Release
D. End User Quarantine

Correct Answer: C

QUESTION 5

What is the default port for email traffic?
A 21

B. 23

C.35

D. 25

Correct Answer: D

QUESTION 6

What best describes Symantec Cynic?
A. An on-premises sandbox tool

B. A cloud sandbox tool

C. An on-premises signature based tool
D. A cloud signature based tool

Correct Answer: B

QUESTION 7

When do Data Protection policies stop processing?

A. Once all of the created policies have been applied to an email
B. Once the email triggers a single policy

C. Once the policies have all timed out

D. Once the email triggers an exit event action of a policy

Correct Answer: C

QUESTION 8
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What is the Email Security.cloud Service Level Agreement (SLA) for Anti-Spam false positives?
A. 0.3%

B. 0.0003%

C. 0.03%

D. 0.003%

Correct Answer: B

QUESTION 9

What is the purpose of Email Security.cloud Click-Time protection?

A. Scan email web links for malware before email is delivered

B. Scan email web links for inappropriate content when the link is accessed by the user
C. Scan email web links for inappropriate content before email is delivered

D. Scan email web links for malware when the link is accessed by the user

Correct Answer: D

QUESTION 10

What is the Symantec best practice regarding customer Mail Transfer Agent (MTA) configuration for Policy?

A. SIMIME TLS connection between MTA and Symantec

B. Opportunistic TLS connection between MTA and Symantec
C. PGP TLS connection between MTA and Symantec

D. Enforced TLS connection between MTA and Symantec

Correct Answer: D

QUESTION 11

Which firewall port should be restricted to only accept email traffic from Email Security.cloud?
A. 23

B. 25

C.21

D. 443
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Correct Answer: B

QUESTION 12

A customer has purchased the Email Security.cloud solution. They would like to automatically receive SMS messages
for any service alerts for Email Security.cloud.

What is the URL required to configure this setting?
A. https://symantec.identity.com

B. https://symantec.clientnet.com

C. https://identity.symanteccloud.com

D. https://clientnet.symanteccloud.com

Correct Answer: C

QUESTION 13

What will the "Match All" condition trigger with Data Protection?
A. It will automatically trigger the policy action for any email

B. It will match all of the lists created within Data Protection

C. It will match different emails to corporate senders

D. It will match different emails to corporate recipients

Correct Answer: A

QUESTION 14

Which scanning technology is unable to provide individual customer reporting data within Email Security.cloud?
A. Image Composition Analysis

B. Data Protection

C. Cynic

D. Traffic Shaping

Correct Answer: C

QUESTION 15
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Why should an administrator configure Symantec Validation and ID Protection (VIP) with ClientNet?
A. To enable Data Protection Policies
B. To enable Policy Based Encryption
C. To enable Transport Layer Security

D. To enable Two Factor Authentication

Correct Answer: D
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