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QUESTION 1

Which alert protocol is used with Cisco IPS Manager Express to support up to 10 sensors?
A. SDEE

B. Syslog

C. SNMP

D. CSM

Correct Answer: A

QUESTION 2

Which cisco I0S device support firewall, antispyware, anti-phishing, protection, etc.
A. Cisco I0S router

B. Cisco 4100 IOS IPS appliance

C. Cicso 5500 series ASA D. Cisco 5500x next generation ASA

Correct Answer: D

QUESTION 3

Which two characteristics apply to an Intrusion Prevention System (IPS) ? Choose two
A. Does not add delay to the original traffic.

B. Cabled directly inline with the flow of the network traffic.

C. Can drop traffic based on a set of rules.

D. Runs in promoscous mode.

E. Cannot drop the packet on its own

Correct Answer: BC

+

Position in the network flow: Directly inline with the flow of network traffic and every packet goes through the sensor on
its way through the network.

+

Mode: Inline mode
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+

The IPS can drop the packet on its own because it is inline. The IPS can also request assistance from another device
to block future packets just as the IDS does.

QUESTION 4

Which two protocols enable Cisco Configuration Professional to pull IPS alerts from a Cisco ISR router? (Choose two.)
A. syslog

B. SDEE

C.FTP

D. TFTP

E. SSH

F. HTTPS

Correct Answer: BF

http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6634/prod_white_pa
per0900aecd805c4ea8.html

QUESTION 5

Which feature can help a router or switch maintain packet forwarding and protocol states despite an attack or heavy
traffic load on the router or switch?

A. Control Plane Policing

B. Policy Map

C. Service Policy

D. Cisco Express Forwarding

Correct Answer: A

QUESTION 6
Why ipsec tunnel is not working?
A. because the ASA can\\'t receive packets from remote endpoint

Correct Answer: A
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QUESTION 7

Which security measures can protect the control plane of a Cisco router? (Choose two.)

A. CCPr

B. Parser views

C. Access control lists

D. Port security

E. CoPP

Correct Answer: AE

Table 10-3 Three Ways to Secure the Control Plane

Using CoPP or CPPr, you can specify which types of management traffic are acceptable at which levels.

For example, you could decide and configure the router to believe that SSH is acceptable at 100 packets per second,
syslog is acceptable at 200 packets per second, and so on. Traffic that exceeds the thresholds can be safely dropped if
it is

not from one of your specific management stations.

You can specify all those details in the policy.

You learn more about control plane security in Chapter 13, "Securing Routing Protocols and the Control Plane."
Selective Packet Discard (SPD) provides the ability to Although not necessarily a security feature,

prioritize certain types of packets (for example, routing protocol packets and Layer 2 keepalive messages, route
processor [RP]). SPD provides priority of critical control plane traffic which are received by the over traffic that is less

important

or, worse yet, is being sent maliciously to starve the CPU of resources required for the RP.

QUESTION 8

Which Cisco product can help mitigate web-based attacks within a network?
A. Adaptive Security Appliance

B. Web Security Appliance

C. Email Security Appliance

D. Identity Services Engine

Correct Answer: B
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QUESTION 9

What is the maximum number of methods that a single method list can contain?
A4

B.3

C.2

D.5

Correct Answer: D

QUESTION 10

How can firepower block malicious email attachments?

A. It forwards email requests to an external signature engine

B. It sends the traffic through a file policy

C. It scans inbound email messages for known bad URLs

D. It sends an alert to the administrator to verify suspicious email messages

Correct Answer: B

QUESTION 11

What is the actual 10S privilege level of User Exec mode?

Al

B.0

C.5

D. 15

Correct Answer: A

By default, the Cisco I0S software command-line interface (CLI) has two levels of access to commands: user EXEC
mode (level 1) and privileged EXEC mode (level 15). However, you can configure additional levels of access to
commands,

called privilege levels, to meet the needs of your users while protecting the system from unauthorized access. Up to 16
privilege levels can be configured, from level 0, which is the most restricted level, to level 15, which is the least
restricted

level.

http://www.cisco.com/c/en/us/td/docs/ios/12_2/security/configuration/guide/fsecur_c/scfpass.html
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QUESTION 12

Refer to the exhibit. What type of firewall would use the given configuration line?

UDP gutside 20%.185.201.225:53 inside 10.040.10:52464, idle D:00:01, bytes 266, flags -

A. a stateful firewall

B. a personal firewall

C. a proxy firewall

D. an application firewall
E. a stateless firewall

Correct Answer: A
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