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QUESTION 1

Refer to the exhibit.

Config Audit Cisco Prime

! Network Control System
Audit Summary

Controller Name Audit Status Audit Time Address Message

Cisco_07:21:43 Identical 2011-May-18, 04:00:03 u‘nc A \* ' 10.33.126.2
Cisco_20:5h:03 Identical 2011-May-18, 04 (iig 03 uTc 10.32.188.164
Cisco_32:1b:23 Identical 2011-May-18, 04. DG 133 uTC 10.32.374
Cisoo_63:03:03 Misrnatch 2011 May-18 , 04:00:03 UTC 10.32.52.5
Cisco_69:51:e0 Misrnatch _/',-:"'ZD:i.lrl’l;gr‘_]..-S 04:00:03 UTC 10.32.36.10
Cisco_TZ:16:c3 Misrnatch P A él:l"ll-May-lﬁ, 04:00:03 UTC 10.32.535
Cisen_7d:88:00 Mlsmatclliu( W 2011-May-18, 04:00:03 UTC 171.70.35.131
Cisco_7diez:143 y Id&nticfl 2011-May-18, 04:00:03 UTC 10.194.145.10
Cisco_Te:fciZ3 * ‘~_.I-I:1§fnt|cal Z011-May-18, 04:00:03 UTC 10.32.188.162
Cisco_91:26:03 Identical 2011-May-18, 04:00:03 UTC 10.34.145.584
Cisco_91:29:83 Identical 2011-May-18, 04:00:03 UTC 10,34.145.86

Cisco WCS version 7.0 has a configuration mismatch with what is actually running in the controller. Which menu leads
to the Audit Status Report?

A. Security

B. Monitor

C. Configure

D. Services

E. Administration

F. Tools

Correct Answer: C

The Configure menu enables you to configure templates, controllers, access points, Ethernet switches, chokepoints, Wi-
Fi TDOA receivers, config groups, auto provisioning, scheduled configuration tasks, profiles, ACS view servers, and

TFTP servers on your network.
http://www.cisco.com/c/en/us/td/docs/wireless/wcs/7-0/configuration/guide/WCS70cg/7_Owst.html#wp1068994

QUESTION 2
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Which three types of site surveys can be performed in a Cisco WLAN deployment? (Choose three.)
A. predictive survey

B. active survey

C. actual survey

D. Ekahau site survey

E. AirMagnet survey

F. passive survey

Correct Answer: ABF

Reference: https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/116057-site-survey-
guidelines-wlan-00.html

QUESTION 3

What is the maximum number of lightweight APs that can be supported from a single Cisco WCS Navigator
management console with Cisco WCS and Cisco WLC running version 7.0 code?

A. 10,000

B. 20,000

C. 25,000

D. 30,000

E. 60,000

Correct Answer: D

The Cisco WCS Navigator supports partitioning of the unified wireless network at the management level. It supports up

to 20 Cisco WCS management platforms with manageability of up to 30,000 Cisco Aironet lightweight access points
from a single management console. It runs on a server platform with an embedded database.

QUESTION 4

What three configuration options can be executed by navigating to the WCS Administration > AAA menu? (Choose
three.)

A. Add a Lobby Ambassador guest
B. Add a LDAP server
C. Add an administrative user

D. Add a MAC address list filter
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E. Add a RADIUS server
F. Add a TACAS+ server

Correct Answer: CEF

QUESTION 5
Instructions:

THIS TASK DOES NOT REQUIRE DEVICE CONFIGURATION

To access the multiple-choice questions, click on the numbered boxes on the left of the top panel.

There is two multiple-choice question with this task. Be sure to answer the question before selecting the Next button

Scenario:

A wireless LAN controller and AP are correctly configured. Verification is needed for the logging attributes while AP

power adjustments are needed. Use the exhibits to resolve these issues.

N

TEIS TASK DDES NOT REQUIRE DEVICE COKFIGURATION.

* Toaccess the multiple-choice guestions, click 3n the numbered boxes on the left of the top panel

* Ihere are two multiple-choice guestions with 1his task. He sure to arswer both questions Jetore selecting the
Next butten.

A wireless LAN controller and AP are correctly configured. Verification is needed for the logging attributes while AP
power adjustments are needed. Use the exhibits to resolve these issues. C
LT
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What APTx Power Level Assignment would be required to increase power by 3 dBm on 2.4GHz radio?
Al
B.2
C.3
D.4
E.5
F.6
G.7
H. 8
Correct Answer: D
From the output, we can see the current power level setting for the 802.11 bgn (2.4Ghz tab) is set at 5. Based on the

following table from Cisco, that would mean the output power is 3 mW: Here is the power conversion table to go from
mW to 3bm:

Available Output Power Levels

Controller Radio Output Power
s &
T St 802 11k (mW) 802.11g (mW) 0
I_.-"" {\x
S -
—k‘" l‘x k\.-}
i 2 50 30 A .\'\.}
1 {maximum)] @ |
:—-.( ':\.. '\'\._\_ {,
| €
2 25 1
If/’d_:f
3 12 § 7;'-'3')3
— "f\'\ \‘\- -
o, Wy T4
4 B R A 4
8o Y
5 .sQ’\j: § 2
“.1\:"\
. LY
6 o 1 1
I" _\'\.__.__.-'
L @
L \\__.l' Y
7 - |1 -
B =
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Power Conversion Table
mW dBm mW dBm dBm

w0 |3 a0 18 ¢ g
150 22 30 15 8

125 21 25 14 7

100 20 20 12 \>, &

2D 19 15_ ¢ 42 - 5

60 18 : ai 11 2

50 17 10 10 -1

So, with a power level setting of 5, the output power is 3mW, or 5 dbm. A power level of 4 would increase it to 6mW, or
8 dbm.

QUESTION 6

You are configuring authentication on a wireless network and wireless controller. In which menu do you configure
authentication?

A. General
B. Security
C. WLAN

D. Advanced

Correct Answer: B

QUESTION 7

Strong security is required, but a centralized RADIUS authenticator has not been implemented. Which two steps must
you take to provide maximum security when using a pre-shared key? (Choose two.)

A. Change the TKIP on a weekly basis.
B. Use a key that includes mixed-case letters, numbers, and symbols with a length greater than 10 characters.
C. Use only with WPA and WPAZ2, following proper strong key guidelines.

D. Use the longest possible WEP key in your security policy.
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Correct Answer: BC

Another form of basic security now available is WPA or WPA2 Pre-Shared Key (PSK). The PSK verifies users via a
password, or identifying code, (also called a passphrase) on both the client station and the access point. A client may
only gain access to the network if the client\\'s password matches the access point\\'s password. The PSK also provides
keying material that TKIP or AES use to generate an encryption key for each packet of transmitted data. While more
secure than static WEP, PSK is similar to static WEP in that the PSK is stored on the client station and can be
compromised if the client station is lost or stolen. A strong PSK passphrase that uses a mixture of letters, numbers, and

non-alphanumeric characters is recommended. http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-1200-a
ccess-point/prod_brochure09186a00801f7d0b.html

QUESTION 8

How many dBm is 40 mW?
A. 10 dBm

B. 16 dBm

C.20dBm

D. 22 dBm

E. 40 dBm

Correct Answer: B

The dB measures the power of a signal as a function of its ratio to another standardized value. The abbreviation dB is
often combined with other abbreviations in order to represent the values that are compared. Here are two examples:

You can calculate the power in dBs from this formula:

Power (in dB) = 10 * log10 (Signal/Reference)

This list defines the terms in the formula:

Here is an example. If you want to calculate the power in dB of 50 mW, apply the formula in order to get:
Power (in dB) = 10 * log10 (50/1) = 10 * log10 (50) =10 * 1.7 = 17 dBm

Because decibels are ratios that compare two power levels, you can use simple math in order to manipulate the ratios
for the design and assembly of networks. For example, you can apply this basic rule in order to calculate logarithms of

large numbers:
log10 (A*B) = log10(A) + log10(B)
If you use the formula above, you can calculate the power of 50 mW in dBs in this way:

Power (in dB) = 10 * log10 (50) = 10 * log10 (5 * 10) = (10 * log10 (5)) + (10 *1og10(10)) =7 + 10 = 17 dBm
http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/23231-powervalues-23231.html

QUESTION 9
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Which two statements about WiMAX technology are true? (Choose two.)

A. WIMAX is defined by 802.11i.

B. Typically, fixed WiMAX networks have a higher-gain directional antenna installed near the client.

C. WIMAX is capable of working as a long-range system over several miles.

D. WiIMAX works only for licensed frequencies.

Correct Answer: BC

WIMAX is defined by 802.16, that is intended for wireless "metropolitan area networks". WiMAX can provide broadband
wireless access (BWA) up to 30 miles (50 km) for fixed stations, and 3 - 10 miles (5 - 15 km) for mobile stations. In
contrast, the WiFi/802.11 wireless local area network standard is limited in most cases to only 100 - 300 feet (30 - 100
m). Fixed WiIMAX networks typically have a higher -gain directional antenna installed near the client (customer) which
results in greatly increased range and throughput. Using 802.11 with high-gain antenna can bridge last-mile gaps, but
they require more power. WiMAX operates on both licensed and non-licensed frequencies, providing a regulated

environment and viable economic model for wireless carriers. In particular, WiMax operates on the 10-to 66-GHz
frequency band, so it doesn\\'t interfere with 802.11 LANSs.

QUESTION 10
Which option lists the key features of Cisco Compatible Extensions v5?

A. Roaming and real-time diagnostics, MFP, a diagnostic channel that allows troubleshooting of the client, client
reporting, optional location service, and expedited bandwidth

B. AP assisted roam, Cisco Centralized Key Management, radio measurements, and transmit power control
C. CAC, UPSD, voice metrics, MBSSIDs, location, link tests, and NAC

D. WME, proxy ARP, EAP-FAST, and WPA2, and single sign-on

E. LEAP, WPA, 802.1x and VLANSs per AP, TKIP, and WiFi

Correct Answer: A

http://www.cisco.com/web/partners/downloads/765/ccx/Comp_Ext_CustPreso.pdf

QUESTION 11

What is the effect of increasing antenna gain on a radio?
A. focusing energy in a defined direction

B. adding energy creating a larger cell

C. aligning phase shifting

D. improving frequency specific diversity

Correct Answer: B
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QUESTION 12

Match the interface description on the left with the appropriate interface on the right

Select and Place:

AP Manager

Dynamic

Service Port

Virmal

Correct Answer:
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