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QUESTION 1

Which two steps are needed to integrate Oracle CASB Cloud Service with Oracle Identity Cloud Service? (Choose
two.) 

A. In Oracle CASB Cloud Service navigate to Configuration and then to Identity Management providers. Select Oracle
Identity Cloud Service and specify the Instance name/Client ID/Client Secret and URL to the Provider. 

B. Create an Oracle CASB Cloud Service application in Identity Cloud Service and collect the Client ID/ Client Secret for
the application created. 

C. Create a trusted application in Identity Cloud Service and collect the Client ID/Client Secret for the application
created. 

D. In Oracle CASB Cloud Service navigate to Configuration and then to Identity Management providers. Select Oracle
Identity Cloud Service and specify the Client ID/Client Secret. 

Correct Answer: AC 

 

QUESTION 2

You are the system administrator using the Management Cloud Dashboard to monitor your production environments.
One of your global applications is yellow and upon further investigation on that application, it was identified that one of
the users appears to be logging in to the application from multiple distant locations minutes apart. This appears to be a
security threat. 

Which remediation rule should be configured to address this type of incident? 

A. Configure an Identity Cloud Service remediation rule to lock user accounts that log into the application from different
locations that occur within a minute of each attempt. 

B. Configure an Identity Cloud Service remediation rule to lock all the users accounts. 

C. Configure a notification to the user to have them reset their password. 

D. Disable all connectivity to the application from the suspicious region. 

Correct Answer: A 

 

QUESTION 3

Which do you configure if you need to supplement the risk events that are automatically created in the Oracle CASB
Cloud Service? 

A. Configure Notifications 

B. Configure Incidents 

C. Configure Custom Risk Events 

D. Configure Custom Policy 
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Correct Answer: D 

 

QUESTION 4

To add an SSH credential to run custom and industry-standard assessments you need to configure the credential store
first. 

Which command-line utility would you use? 

A. cURL 

B. OPC CLI 

C. Oracle Compute CLI 

D. OMCLI 

Correct Answer: D 

 

QUESTION 5

One of the required tasks for setting up Oracle Security Monitoring and Analytics is "Add Log Analytics entities". After
updating a file that contains the entity definition that you want to add, which omcli command needs to be run? 

A. /agent_inst/bin/omclisetproperty agent FILENAME 

B. /agent_inst/bin/omcli register agent FILENAME 

C. /omclisetproperty agent FILENAME 

D. /agent_inst/bin/omcliadd_entity agent FILENAME 

Correct Answer: D 

 

QUESTION 6

Which key feature must be part of a modern Security Operations Center (SOC)? 

A. System access life cycle management 

B. Mobile Device Management along with adaptive access management 

C. Integration with the business through dashboards and reports by the implementation of Big Data and Machine
Learning Techniques 

D. Automation and incident response orchestration 

Correct Answer: C 
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QUESTION 7

Which option specifies the two major tasks involved in setting up most cloud applications to be monitored by Oracle
CASB Cloud Service? 

A. defining reports for the application and importing users for the application into Oracle CASB Cloud Service 

B. creating policy alerts for the application and creating a tenant admin for the application in Oracle CASB Cloud
Service 

C. creating a special account in the application and registering the application in Oracle CASB Cloud Service 

D. defining incidents to be monitored and risk events to be reported by Oracle CASB Cloud Service 

Correct Answer: C 

 

QUESTION 8

Which two statements are true for Security Monitoring and Analytics Cloud Service? (Choose two.) 

A. Gateway for Security Monitoring and Analytics Cloud Service could be deployed on AIX. 

B. Cloud Agent for Security Monitoring and Analytics Cloud Service could be deployed on AIX. 

C. Gateway for Security Monitoring and Analytics Cloud Service could not be deployed on a MAV operating system. 

D. Cloud Agent for Security Monitoring and Analytics Cloud Service could be deployed on a Chrome operating system. 

Correct Answer: AB 

 

QUESTION 9

A customer use case requires the second Factor Email during Oracle Identity Cloud Service Authentication process for
a group of users only. The security administrator, signed in Oracle Identity Cloud Service console, enabled the email
factor, edited the default sign-on policy and added a new sign-on rule. The new sign-on rule included the group name in
the member of these groups conditions and prompt for additional factor every time. The administrator saved both the
rule and the policy. 

After executing this configuration, why does the email factor NOT appear to users from that group? 

A. The default Sign-on Policy can\\'t be changed. 

B. The security administrator needs to specify the list of users instead of the group name. 

C. The Passcode Length and Validity Duration of the email factor don\\'t have a default value. 

D. The security administrator didn\\'t change the order of the sign-on rules. 

Correct Answer: C 

 

QUESTION 10
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Which action to resolve a suspicious event that appears in Risk Events is NOT supported by Oracle CASB Cloud
Service? 

A. export the risk event to Splunk for further processing 

B. export the risk event to LogRythm for further processing 

C. create an incident and resolve it in Oracle CASB Cloud Service 

D. create an incident in Oracle CASB Cloud Service and export it to ServiceNow for further processing 

Correct Answer: B 

 

QUESTION 11

What do you add to applications if you want to create custom attributes that can be used to search for the applications
more effectively? 

A. Scopes 

B. Resources 

C. Audiences 

D. Tags 

Correct Answer: D 

 

QUESTION 12

Which four are the main pillars of the Oracle Identity Security Operations Center (SOC) solution? (Choose four.) 

A. Threat Intelligence 

B. Cloud Access Security Broker (CASB) 

C. Security information and event management (SIEM) 

D. IT Orchestration 

E. Application Performance 

F. User Entity Behavior and Analytics (UEBA) 

Correct Answer: BCEF 

 

QUESTION 13

Which three are the main goals of Oracle Identity Security Operations Center (SOC) Framework? (Choose three.) 

A. fast and easy deployment of on-premises services through a centralized console 
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B. a single pane of glass to manage security threats across their on-premises and cloud environments 

C. the ability to monitor heterogeneous environments 

D. a suite of integrated solutions that work together, and not have to manage multiple solutions 

E. the ability to integrate different services through open standards 

Correct Answer: ABD 

 

QUESTION 14

A customer has a Java application deployed to an on-premises WebLogic server. The application uses WebLogic
authentication mechanism. The customer has access to the source code of this application so it can be built and
redeployed if necessary. 

Which is NOT an option to integrate with Oracle Identity Cloud Service? 

A. Use WebLogic\\'s federation mechanism to delegate authentication to Oracle Identity Cloud Service. 

B. Use Secure Form Fill to automatically log the user in the application using credentials stored in Oracle Identity Cloud
Service repository. 

C. Use WebLogic provider to validate user credentials in Oracle Identity Cloud Service repository. 

D. Use Oracle Identity Cloud Service\\'s Java SDK. 

Correct Answer: C 

 

QUESTION 15

How can you synchronize users and groups between Microsoft Active Directory and Oracle Identity Cloud Service? 

A. Use the import utility 

B. Configure the Bridge 

C. Configure Delegated Authentication 

D. Use a flat file 

Correct Answer: B 
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