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QUESTION 1

You created an Oracle Linux compute instance through the Oracle Cloud Infrastructure (OCIl) management console
then immediately realize you forgot to add an SSH key file. You notice that OCI compute service provides instance
console connections that supports adding SSH keys for a running instance. Hence, you created the console connection
for your Linux server and activated it using the connection string provided. However, now you get prompted for a
username and password to login.

What option should you recommend to add the SSH key to your running instance, while minimizing the administrative
overhead? (Choose the best answer.)

A. You need to configure the boot loader to use ttySO as a console terminal on the VM.
B. You need to terminate the running instance and recreate it by providing the SSH key file.

C. You need to reboot the instance from the console, boot into the bash shell in maintenance mode, and add SSH keys
for the opc user.

D. You need to modify the serial console connection string to include the identity file flag, —i to specify the SSH key to
use.

Correct Answer: D

Reference: https://docs.oracle.com/en-us/iaas/Content/Compute/References/serialconsole.htm

QUESTION 2

Recently, your e-commerce web application has been receiving significantly more traffic than usual. Users are reporting
they often encounter a 503 Service Error when trying to access your site. Sometimes the site is very slow.

You check your instance pool configuration to confirm that the maximum number of instances is configured to allow 20
compute instances. Currently, 14 compute instances have been provisioned by the instance pool. You also confirm that
current CPU utilization across all hosts exceeds the scale-out threshold you set in your auto-scaling policy. However,
the instance pool is not provisioning any new instances.

What can you check to determine why the application is NOT functioning properly? (Choose the best answer.)

A. Verify that the new offer feature code did not introduce any performance bugs.

B. Verify that the database is accessible.

C. Verify that the compute resource quota has not been exceeded.

D. Verify that the Quality Assurance team is not currently performing load-testing against production.

Correct Answer: C

QUESTION 3
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You have the following compartment structure within your company\\'s Oracle Cloud Infrastructure (OCI) tenancy:

COMPARTMENT
(root) :

= CompartmentA
= CompartmentB
ComparmentC

You want to create a policy in the root compartment to allow SystemAdmins to manage VCNs only in CompartmentC.
Which policy is correct? (Choose the best answer.)

A. Allow group SystemAdmins to manage virtual-network-family in compartment CompartmentB:CompartmentC

B. Allow group SystemAdmins to manage virtual-network-family in compartment Root

C. Allow group SystemAdmins to manage virtual-network-family in compartment
CompartmentA:CompartmentB:CompartmentC

D. Allow group SystemAdmins to manage virtual-network-family in compartment CompartmentC
Correct Answer: D

Reference: https://docs.oracle.com/en-us/iaas/Content/Identity/Concepts/policies.htm

QUESTION 4

You are using Oracle Cloud Infrastructure (OCI) console to set up an alarm on a budget to track your OCI spending.
Which two are valid targets for creating a budget in OCI? (Choose two.)

A. Select group as the type of target for your budget.

B. Select Tenancy as the type of target for your budget.

C. Select user as the type of target for your budget.

D. Select Cost-Tracking Tags as the type of target for your budget.

E. Select Compartment as the type of target for your budget.

Correct Answer: DE

QUESTION 5
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Which statement about Oracle Cloud Infrastructure paravirtualized block volume attachments is TRUE? (Choose the
best answer.)

A. Paravirtualized volumes may reduce the maximum IOPS performance for larger block volumes.
B. Paravirtualized is required to manage iSCSI configuration for virtual machine instances.
C. Paravirtualized volumes become immediately available on bare metal compute instances.

D. Paravirtualization utilizes the internal storage stack of compute instance OS and network hardware virtualization to
access block volumes.

Correct Answer: A

Reference: https://blogs.oracle.com/cloud-infrastructure/paravirtualized-block-volume-attachments-for-vms

QUESTION 6

You have created a geolocation steering policy in the Oracle Cloud Infrastructure (OCI) Traffic Management service,
with this configuration:

Rule 1

Geolocation

Asia x North America x A
Pool Priority: ()
POOL
1. Pool1 -
POOL
2. Pool2 -

What happens to requests that originate in Africa? (Choose the best answer.)

A. The traffic will be forwarded at the same time to both Pool 1 and Pool 2.

B. The traffic will be dropped.

C. The traffic will be forwarded randomly to any of the pools mentioned in the rules.

D. The traffic will be forwarded to Pool 1. If Pool 1 is not available, then it will be forwarded to Pool 2.

Correct Answer: D
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QUESTION 7

You have been asked to review a network design for Oracle Cloud Infrastructure (OCI) by a major client. The client\\'s IT
team needs to provision two Virtual Cloud Networks (VCNSs) for a major application. The application uses a large
number of virtual machine instances. Additionally, in the future, a VCN peering will be required to allow connectivity
between the VCNs.

Which of the following are valid IP ranges to consider? (Choose the best answer.)

A. 10.0.0.0/30 and 192.168.0.0/30

B. 10.0.0.0/8 and 11.0.0.0/8

C. 10.0.8.0/21 and 10.0.16.0/22

D. 10.0.0.0/16 and 10.0.64.0/24

Correct Answer: D

Reference: https://blogs.oracle.com/developers/setting-up-a-virtual-cloud-network-vcn-in-oracle-cloudinfrastructure

QUESTION 8

Your team implemented a SaaS application that requires a whole system deployment for each new customer. The
infrastructure provisioning is already automated via Terraform, and now you have been asked to develop an Ansible
playbook to centralize configuration file management and deployment.

What is the most effective way to ensure your playbooks are utilizing up-to-date and accurate inventory? (Choose the
best answer.)

A. Export an inventory list from the Oracle Cloud Infrastructure Web console.
B. Export an inventory list using Terraform apply command.

C. Implement a Command Line Interface script to list all the resources and run it within Ansible to generate a dynamic
inventory list.

D. Download the dynamic inventory script provided by Oracle Cloud Infrastructure and include it in the playbook
invocation command.

Correct Answer: D

QUESTION 9

Multiple teams are sharing a tenancy in Oracle Cloud Infrastructure (OCI). You are asked to figure out an appropriate
method to manage OCI costs.

Which is NOT a valid technique to accurately attribute costs to resources used by each team? (Choose the best
answer.)
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A. Create a Cost-Tracking tag. Apply this tag to all resources with team information. Use the OCI cost analysis tools to
filter costs by tags.

B. Create separate compartment for each team. Use the OCI cost analysis tools to filter costs by compartment.

C. Create an Identity and Access Management (IAM) group for each team. Create an OCI budget for each group to
track spending.

D. Define and use tags for resources used by each team. Analyze usage data from the OCI Usage Report which has
detailed information about resources and tags.

Correct Answer: C

QUESTION 10

Which two statements are TRUE about Object Storage data security and encryption in Oracle Cloud Infrastructure
(OCI)? (Choose two.)

A. Client-side encryption is managed by the customer.

B. Data needs to be decrypted on the client side before retrieving it.

C. OCI Vault Management is used by default to provide data security.

D. All traffic to and from Object Storage service is encrypted using TLS.

E. A VPN connection to OCI is required to ensure secure data transfer to an object storage bucket.

Correct Answer: AD
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