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QUESTION 1

You have been asked to investigate a potential security risk on your company\\'s Oracle Cloud Infrastructure (OCI)
tenancy. You decide to start by looking through the audit logs for suspicious activity.

How can you retrieve the audit logs using the OCI Command Line Interface (CLI)? (Choose the best answer.)
A. oci audit event list —end-time $end-time —compartment-id $compartment-id

B. oci audit event list —start-time $start-time —compartment-id $compartment-id

C. oci audit event list —start-time $start-time —end-time $end-time —compartment-id $compartment-id

D. oci audit event list —start-time $start-time —end-time $end-time —tenancy-id $tenancy—id

Correct Answer: C

QUESTION 2

The boot volume on your Oracle Linux instance has run out of space. Your application has crashed due to a lack of
swap space, forcing you to increase the size of the boot volume.

Which step should NOT be included in the process used to solve the issue? (Choose the best answer.)
A. Reattach the boot volume and restart the instance.

B. Attach the resized boot volume to a second instance as a data volume; extend the partition and grow the file system
in the resized boot volume.

C. Stop the instance and detach the boot volume.
D. Resize the boot volume by specifying a larger value than the boot volume\\'s current size.
E. Create a RAID 0 configuration to extend the boot volume file system onto another block volume.

Correct Answer: B

QUESTION 3

You have a web application running on Oracle Cloud Infrastructure (OCI) that lets users log in with a username and
password. You notice that an attacker has tried to use SQL comment “--" to alter the database query, remove the
password check and log in as a user. You decide to prevent any future attacks.

Which of the following OCI services or features would you choose to safeguard your application? (Choose the best
answer.)

A. Network Security Group
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B. Data Safe
C. Web Application Framework (WAF)
D. Vault

Correct Answer: D

QUESTION 4

You are asked to deploy a new application that has been designed to scale horizontally. The business stakeholders
have asked that the application be deployed in us-phoenix-1.

Normal usage requires 2 OCPUs. You expect to have few spikes during the week, that will require up to 4 OCPUs, and
a major usage uptick at the end of each month that will require 8 OCPUs.

What is the most cost-effective approach to implement a highly available and scalable solution? (Choose the best
answer.)

A. Create an instance pool with a VM.Standard2.2 shape instance configuration. Setup the autoscaling configuration to
use 2 availability domains and have a minimum of 2 instances, to handle the weekly spikes, and a maximum of 4
instances.

B. Create an instance with 1 OCPU shape. Use the Resize Instance action to scale up to a larger shape when more
resources are needed.

C. Create an instance with 1 OCPU shape. Use a CLI script to clone it when more resources are needed.

D. Create an instance pool with a VM.Standard2.1 shape instance configuration. Setup the autoscaling configuration to
use 2 availability domains and have a minimum of 2 instances and a maximum of 8 instances.

Correct Answer: A

QUESTION 5

You are using Oracle Cloud Infrastructure (OCI) console to set up an alarm on a budget to track your OCI spending.
Which two are valid targets for creating a budget in OCI? (Choose two.)

A. Select group as the type of target for your budget.

B. Select Tenancy as the type of target for your budget.

C. Select user as the type of target for your budget.

D. Select Cost-Tracking Tags as the type of target for your budget.

E. Select Compartment as the type of target for your budget.

Correct Answer: DE
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QUESTION 6

You have been asked to set up connectivity between a client\\'s on-premises network and Oracle Cloud
Infrastructure (OCI). The requirements are:

Low latency: The applications are financial and require low latency connectivity into OCI.

Consistency: The application isn\\'t tolerant of performance variation.

Performance: The communications link needs to support up to 1.25 Gbps.

Encryption: The communications link needs to encrypt any data in transit between the on-premises
network and OCI Virtual Cloud Network (VCN).

The client wants to implement the above with as low a cost as possible, while meeting all of the
requirements. What should you suggest? (Choose the best answer.)

A. Provision FastConnect with a single private virtual circuit, and run an IPsec VPN tunnel over the top of this virtual
circuit.

B. Provision FastConnect with a single public virtual circuit.

C. Provision a site-to-site IPsec VPN between your on-premises network and your virtual cloud network (VCN) using
VPN Connect.

D. Provision FastConnect with a single private virtual circuit.

E. Provision FastConnect with a single public virtual circuit, and run an IPsec VPN tunnel over the top of this virtual
circuit.

Correct Answer: D

Reference: https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/fastconnectoverview.htm

QUESTION 7

You are launching a Windows server in your Oracle Cloud Infrastructure (OCI) tenancy. You provided a startup script
during instance initialization, but it was not executed successfully.

What is a possible reason for this error? (Choose the best answer.)
A. Didn\\'t include anything in user_data.

B. Wrote a custom script which tried to install GPU drivers.

C. Ran a cloudbase-init script instead of cloud-init.

D. Specified a #directive on the first line of your script.
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Correct Answer: C

Reference: https://blogs.oracle.com/cloud-infrastructure/windows-custom-startup-scripts-and-cloud-init-onoracle-cloud-
infrastructure

QUESTION 8

You have ordered two FastConnect connections that provide a high availability connection architecture between your on-
premises data center and Oracle Cloud Infrastructure (OCI). You want to run these connections in an ACTIVE/PASSIVE
architecture.

How can you accomplish this? (Choose the best answer.)

A. Decrease the prefix length of AS for the FastConnect you want to use as PASSIVE connection.

B. Enable BGP on the FastConnect that you want as the ACTIVE connection.

C. Use AS PATH prepending with your routes.

D. Adjust one of the connections to have a higher ASN.

Correct Answer: C

Reference: https://docs.oracle.com/en-us/iaas/Content/Resources/Assets/whitepapers/connectivity

redundancy-guide.pdf (5)

QUESTION 9

You have the following compartment structure within your company\\'s Oracle Cloud Infrastructure (OCI) tenancy:

COMPARTMENT
(root) i

= CompartmentA
= CompartmentB
ComparimentC

You want to create a policy in the root compartment to allow SystemAdmins to manage VCNSs only in CompartmentC.
Which policy is correct? (Choose the best answer.)

A. Allow group SystemAdmins to manage virtual-network-family in compartment CompartmentB:CompartmentC

B. Allow group SystemAdmins to manage virtual-network-family in compartment Root

C. Allow group SystemAdmins to manage virtual-network-family in compartment
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CompartmentA:CompartmentB:CompartmentC
D. Allow group SystemAdmins to manage virtual-network-family in compartment CompartmentC
Correct Answer: D

Reference: https://docs.oracle.com/en-us/iaas/Content/Identity/Concepts/policies.htm

QUESTION 10

Which two statements are TRUE about Object Storage data security and encryption in Oracle Cloud Infrastructure
(OCI)? (Choose two.)

A. Client-side encryption is managed by the customer.

B. Data needs to be decrypted on the client side before retrieving it.

C. OCI Vault Management is used by default to provide data security.

D. All traffic to and from Object Storage service is encrypted using TLS.

E. A VPN connection to OCI is required to ensure secure data transfer to an object storage bucket.

Correct Answer: AD
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