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QUESTION 1

Which Application-level Quality of Experience (AppQOoE) Action setting modifies the communication characteristics of
the connections established with the associated web application?

A. Priority

B. TCP Profile
C. Action Type
D. DOS Action

Correct Answer: C

QUESTION 2

Scenario: A Citrix Engineer wants to use Citrix Application Delivery Management (ADM) to monitor a single Citrix ADC
VPX with eight web applications and one Citrix Gateway. It is important that the collected data be protected.

Which deployment will satisfy the requirements?

A. A single Citrix ADM with database replication to a secondary storage repository.
B. A pair of Citrix ADM virtual appliances configured for High Availability.

C. A single Citrix ADM imported onto the same hypervisor as the Citrix ADC VPX.
D. A pair of Citrix ADM virtual appliances, each working independently.

Correct Answer: B

QUESTION 3

How can a Citrix Engineer monitor the Citrix ADC appliances to check that all SSL certificates have a key strength of at
least 2048 bits from the SSL Dashboard Settings?

A. Delete 512, 1024, and 4096 on the Enterprise Policy tab.
B. Delete 512 and 1024 on the Enterprise Policy tab.

C. Select 2048 and 4096 on the Enterprise Policy tab.

D. Select 2048 on the Enterprise Policy tab.

Correct Answer: D

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/ssl/fag-ssl1.html
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QUESTION 4

Scenario: A Citrix Engineer is reviewing the Citrix Web App Firewall log files using the GUI. Upon further analysis, the
engineer notices that legitimate application traffic is being blocked.

What can the engineer do to allow the traffic to pass through while maintaining security?

A. Note the protection blocking the traffic in the log entry. Edit the profile and deselect the Block action for the
protection.

B. Select the check box in the log entry. Choose Dismiss to allow the traffic to pass through from the Action menu.

C. Note the protection blocking the traffic in the log entry. Create a new profile and policy and bind it with a larger priority
number.

D. Select the check box in the log entry. Choose Edit and Deploy to create a relaxation rule from the Action menu.

Correct Answer: D

QUESTION 5

Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. After the Web App Firewall
policy afweb_protect is bound to the virtual server, the engineer notices that pages are displaying in plain text with
graphics included.

What is the likely cause of this?

A. The Safe Objects protection is NOT properly configured.

B. The Start URL list does NOT include CSS files.

C. The Web App Firewall feature is disabled.

D. The policy expression allows for HTML files only.

Correct Answer: B

QUESTION 6

Scenario: A Citrix Engineer is reviewing the log files for a protected application. The engineer discovers a lot of errors
pertaining to invalid data being supplied by users.

Which protection can the engineer implement at the Citrix Web App Firewall to reduce these errors?
A. Field Format

B. Cross-Site Request Forgeries (CSRF)

C. Form Field Consistency

D. HTML SQL Injection
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Correct Answer: C

QUESTION 7

Scenario: A Citrix Engineer needs to ensure that the flow of traffic to a web application does NOT overwhelm the server.
After thorough testing, the engineer determines that the application can handle a maximum of 3,000 requests per
minute. The engineer builds a limit identifier, rl_maxrequests, to enforce this limitation.

Which advanced expression can the engineer write in the Responder policy to invoke rate limiting?

A. SYS.CHECK_LIMIT("rl_maxrequests")

B. SYS.CHECK_LIMIT("rl_maxrequests").CONTAINS("Busy")

C. SYS.CHECK_LIMIT("rl_maxrequests").IS_VALID

D. SYS.CHECK_LIMIT("rl_maxrequests").GE(3000)

Correct Answer: B

Reference: https://support.citrix.com/article/CTX134009

QUESTION 8

A Citrix Engineer enabled Cookie Consistency protection on a web application and wants to verify that it is working.
Which cookie name can the engineer look for in the HTTP headers sent from the client to verify the protection?

A. Citrix_ns_id

B. Citrix_waf _id

C. Citrix_adc_id D. Citrix_sc_id

Correct Answer: A

QUESTION 9

Which security model should a Citrix Engineer implement to make sure that no known attack patterns pass through
Citrix Web App Firewall?

A. Hybrid
B. Static

C. Positive
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D. Negative
Correct Answer: D

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/application- firewall/introduction-to-citrixweb- app-
firewall.html

QUESTION 10

What is required for connecting a data center to the Citrix Application Delivery Management (ADM) Service?
A. Instance

B. Configuration Job

C. Agent

D. Syslog

Correct Answer: C

Reference: https://docs.citrix.com/en-us/citrix-application-delivery-management- service/citrix-applicationdelivery-
management-service.html

QUESTION 11

What can a Citrix Engineer do to aggregate Citrix Web App Firewall log messages to a central location?

A. Enable AppFlow and forward AppFlow records to a Citrix Application Delivery Management (ADM) server.
B. Modifythe CitrixWeb App Firewall settings.

C. Create a Citrix Web App Firewall Audit policy.

D. Create a Responder action and policy, and bind it to the virtual server.

Correct Answer: C

QUESTION 12

Which protection can a Citrix Engineer implement to prevent a hacker from extracting a customer list from the company
website?

A. Cross-Site Request Forgeries (CSRF)
B. Form Field Consistency
C. HTML Cross-Site Scripting (XSS)

D. HTML SQL Injection
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Correct Answer: D

QUESTION 13

A Citrix Engineer wants the Citrix Web App Firewall to respond with a page stored on the Citrix ADC when a violation is
detected.

Which profile setting accomplishes this?
A. Redirect URL

B. RFC Profile

C. Default Request

D. HTML Error Object

Correct Answer: D

Reference: https://support.citrix.com/article/CTX140293

QUESTION 14

Which setting in the Cookie Consistency protection feature does a Citrix Engineer need to configure to ensure that all a
cookie is sent using TLS only?

A. Encrypt Server Cookies > Encrypt All

B. Flags to Add in Cookies > Secure

C. Encrypt Server Cookies > Encrypt Session Only
D. Proxy Server Cookies > Session Only

Correct Answer: B

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/application- firewall/cookie-protection/ cookie-
consistency-check.html

QUESTION 15

Scenario: A Citrix Engineer wants to configure the Citrix ADC for OAuth authentication. The engineer uploads the
required certificates, configure the actions, and creates all the necessary policies. After binding the authentication policy
to the application, the engineer is unable to authenticate.

What is the most likely cause of this failure?

A. The log files are full.
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B. The Redirect URL is incorrect.
C. The certificates have expired.
D. The policy bindings were assigned incorrect priorities.

Correct Answer: D

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/aaa-tm/entities-of- authenticationauthorization-
auditing/authentication-policies.html
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