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QUESTION 1

Which four steps should a Citrix Administrator take to configure SmartAccess? (Choose four.) 

A. Execute "set-BrokerSite -TrustRequestsSentToTheXMLServicePort $True" on any Citrix Delivery Controller in the
Site. 

B. Enable Citrix Workspace control within StoreFront. 

C. Ensure that the SmartAccess filter name on the Delivery Group matches the name of the Citrix Gateway virtual
server. 

D. Ensure that the SmartAccess filter name on the Delivery Group matches the name of the Citrix Gateway policy. 

E. Ensure that ICA Only is unchecked on the Citrix Gateway virtual server. 

F. Ensure that the Callback URL is defined in the Citrix Gateway configuration within Store Front. 

G. Ensure that ICA Only is checked on the Citrix Gateway virtual server. 

Correct Answer: ACEF 

Reference: https://support.citrix.com/article/CTX227055 

 

QUESTION 2

What does a Citrix Administrator need to configure to allow access to Citrix Virtual Apps and Desktops without the use
of a VPN or a clientless-access connection? 

A. Ciphers group 

B. SSL profile 

C. Net profile 

D. ICA proxy 

Correct Answer: D 

Reference: https://www.carlstalhood.com/category/netscaler/netscaler-12/netscaler-gateway-12/ 

 

QUESTION 3

Which two features can a Citrix Administrator use to allow secure external access to a sensitive company web server
that is load-balanced by the Citrix ADC? (Choose two.) 

A. Authentication, authorization, and auditing (AAA) 

B. Citrix Web App Firewall 

C. ICA proxy 
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D. AppFlow 

E. Integrated caching 

Correct Answer: AB 

 

QUESTION 4

Which Citrix ADC service monitor can a Citrix Administrator use to test the three-way handshake between the Citrix
ADC and the backend server? 

A. PING 

B. UDP 

C. LDAP 

D. TCP 

Correct Answer: D 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/load-balancing/load-balancing-builtinmonitors/monitor-
tcp.html 

 

QUESTION 5

A Citrix Administrator needs to integrate an existing certification-based authentication policy into an existing Citrix
Gateway virtual server. 

Which three steps can the administrator take to accomplish this? (Choose three.) 

A. Bind the existing CERT authentication policy to the Citrix Gateway virtual server. 

B. Enable the two-factor option on the existing CERT authentication profile. 

C. Enable client authentication on the SSL parameters of the virtual server. 

D. Change the client certificate to mandatory on the SSL parameters of the virtual server. 

E. Create a CERT authentication policy and bind it to the Citrix Gateway virtual server. 

Correct Answer: CDE 

Reference: https://docs.citrix.com/en-us/citrix-gateway/current-release/authentication-authorization/ configure-client-cert-
authentication/ng-client-cert-vserver-and-bind-tsk.html 

 

QUESTION 6

A Citrix Administrator needs to configure a Citrix Gateway virtual server to meet an organization\\'s security
requirements. 
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Which two types of devices can the administrator control with Endpoint Analysis (EPA) scans? (Choose two.) 

A. iOS 

B. Mac 

C. Microsoft Windows 

D. Chromebook 

E. Android 

Correct Answer: BC 

Reference: https://shop.adn.de/out/media/citrix_netscaler_gw.pdfs 

 

QUESTION 7

Scenario: After deploying a Citrix ADC in production, a Citrix Administrator notices that client requests are NOT being
evenly distributed among backend resources. The administrator wants to change from the default load-balancing
method to one that will help distribute the load more evenly. 

Which load-balancing method would ensure that the server with the least amount of network utilization is receiving new
connections? 

A. Least response time 

B. Least bandwidth 

C. Least connection 

D. Least packets 

Correct Answer: B 

Reference: https://kb.wisc.edu/ns/page.php?id=13201#Least%20Bandwidth%20Method 

 

QUESTION 8

A Citrix Administrator needs to configure a Citrix Gateway virtual IP to allow incoming connections initiated exclusively
from web browser sessions. 

Which advanced policy will accomplish this? 

A. REQ.HTTP.HEADER User-Agent NOTCONTAINS CitrixReceiver 

B. REQ.HTTP.HEADER User-Agent CONTAINS Chrome/78.0.3904.108 Safari/537.36 

C. HTTP.REQ.HEADER("User-Agent").CONTAINS("Mozilla") 

D. HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver") 

Correct Answer: A 
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Reference: https://stalhood2.rssing.com/chan-58610415/all_p2.html 

 

QUESTION 9

Which set of items can a Citrix Administrator change when configuring a portal theme for users? 

A. Browser requirements, logo, labels 

B. Logo, background, browser requirements 

C. Font color, labels, URL displayed 

D. Logo, background, labels 

Correct Answer: D 

Reference: https://support.citrix.com/article/CTX205486 

 

QUESTION 10

A Citrix ADC is connected with one network interface to the client network and another to the server network, ensuring
that all traffic flows through the appliance. 

Which type of deployment is this? 

A. Direct server return 

B. One-arm 

C. Bridge mode 

D. Two-arm 

Correct Answer: D 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/getting-started-with-citrix-adc/networktopologies.html 

 

QUESTION 11

A Citrix Administrator wants to configure independent and isolated access on a single appliance to allow three different
departments to manage and isolate their own applications. 

What can the administrator configure to isolate department-level administration? 

A. Dedicated routes in the admin partitions for each department 

B. Admin partitions that use dedicated VLANs 

C. Policy-based routes for each department in the nsroot partition 

D. A VIP in each partition, and bind a VLAN for the department 
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Correct Answer: B 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/admin-partition.html 

 

QUESTION 12

Scenario: A Citrix Administrator needs to test a SAML authentication deployment to be used by internal users while
accessing several externally hosted applications. During testing, the administrator notices that after successfully
accessing any partner application, subsequent applications seem to launch without any explicit authentication request. 

Which statement is true regarding the behavior described above? 

A. It is expected if the Citrix ADC appliance is the common SAML identity provider (IdP) for all partners. 

B. It is expected due to SAML authentication successfully logging on to all internal applications. 

C. It is expected if all partner organizations use a common SAML service provider (SP). 

D. It indicates the SAML authentication has failed and the next available protocol was used. 

Correct Answer: B 

 

QUESTION 13

Which scenario will cause automatic high availability (HA) synchronization to fail? 

A. Different build versions 

B. A configuration change to the primary Citrix ADC 

C. A forced failover 

D. Manually forced synchronization 

Correct Answer: D 

Reference: https://support.citrix.com/article/CTX124439 

 

QUESTION 14

Which profile can a Citrix Administrator create to configure a default profile that disables TLSv1? 

A. DTLS 

B. TCP 

C. HTTP 

D. SSL 

Correct Answer: D 
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Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/ssl/ssl-profiles/secure-front-endprofile.html 

 

QUESTION 15

Scenario: A Citrix Administrator needs to integrate LDAP for Citrix ADC system administration using current Active
Directory (AD) groups. The administrator created the group on the Citrix ADC, exactly matching the group name in
LDAP. 

What can the administrator bind to specify the permission level and complete the LDAP configuration? 

A. Users to the group on the Citrix ADC 

B. A nested group to the new group 

C. An authentication, authorization, and auditing (AAA) action to the group 

D. A command policy to the group 

Correct Answer: D 

Reference: https://support.citrix.com/article/CTX123782 
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