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QUESTION 1

Which Workspace ONE feature incorporates network range, device platform, and authentication method into decision
making when evaluating an access request from a user?

A. Sensors

B. Compliance Policies
C. Access Policies

D. Restriction Profiles

Correct Answer: C

QUESTION 2

What are the four valid options for a Windows compliance rule based on firewall status in a Workspace ONE
environment? (Choose four.)

A. Good

B. Snoozed

C. Not Monitored
D. Deferred

E. Bad

F. Poor

Correct Answer:. ACDE

QUESTION 3

What is the default user\\'s network range when creating a new access policy rule in Workspace ONE Access?
A. 10.0.0.0/8

B. ALL RANGES

C. 192.168.0.0/16

D. LOCAL SUBNET

Correct Answer: B
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QUESTION 4

Refer to the exhibit.

Potentially Suspicious Activity 4
—3 MNon-Malware 1 I
@) Potential Malware 0
Malware 2
PUPs 0

From the VMware Carbon Black Cloud console, what page do you go to after clicking the Non-Malware bar in the
Potentially Suspicious Activity chart?

A. Notifications page with the selected alert filtered

B. Reputations page with the selected reputation filtered
C. Investigate page with the selected reputation filtered
D. Alerts page with the selected alert filtered

Correct Answer: D

Reference: https://docs.vmware.com/en/VVMware-Carbon-Black-Cloud/services/carbon-black-cloud-user-guide.pdf (15)

QUESTION 5

Which three Workspace ONE UEM capabilities are used to configure security policies on Windows 10 desktops?
(Choose three.)

A. Application Profiles
B. Custom XML

C. Custom Attributes
D. Baselines

E. Native Profiles

Correct Answer: BCD
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QUESTION 6

In Workspace ONE Intelligence, which two are default components of the security risk dashboard? (Choose two.)
A. Compromised Devices

B. Threats Summary

C. Web Apps

D. Desktop Apps

E. OS Updates

Correct Answer: AB

QUESTION 7

VMware\\'s Intrinsic Security layer includes functionality for which control points?
A. networks, workloads, endpoints, identity, and clouds

B. applications, workloads, devices, identity, virtual infrastructure

C. networks, containers, devices, users, and VMware Cloud

D. applications, users, networks, data center perimeter, vSphere

Correct Answer: A

Reference: https://www.globalknowledge.com/en-gb/resources/articles/what-is-intrinsic-security

QUESTION 8

What is a unigque benefit of Next Generation Antivirus over standard Antivirus?
A. signature based heuristics

B. predictive analytics

C. file based heuristics

D. reactive analytics

Correct Answer: B
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QUESTION 9

A technician has been asked to confirm a specific browser extension does not exist on any endpoint in their

environment. Which is the VMware Carbon Black tool to use for this task?
A. Enterprise EDR

B. EDR

C. Audit and Remediation

D. Endpoint Standard

Correct Answer: A

QUESTION 10

Network Security teams can leverage Micro-Segmentation for which purpose?
A. deny attackers the possibility to breach the data center perimeter

B. deny attackers the opportunity to move laterally within the internal network
C. replace the need to leverage traditional network segmentation

D. prevent a successful attack to any of the systems attached to the network

Correct Answer: B
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