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QUESTION 1

Henry is the network manager at XYY Corporation, a large manufacturing company that competes in the global market.
The company\\'s computing environment is extremely complex and includes several proprietary software systems, all of
which require custom configuration of network devices to operate correctly. The company\\'s executive management
team believes that they can benefit by switching the company over to any cloud-based service. Henry disagrees.

What is a disadvantage of cloud-based services that Henry can cite to support his position?

A. Cloud-based services provide no maintenance or support.

B. Cloud-based services are typically more costly than in-house solutions.

C. The company must typically purchase additional servers to support connections to these types of cloud-based
service providers.

D. Cloud-based services are typically more limited in offerings and configurations than the company currently supports
in-house.

Correct Answer: D

QUESTION 2

Ron has an older computer to which he frequently downloads and saves company files. He recently noticed that he was
running low on disk space and decided to delete many old files that he no longer needed. He now notices that it takes a
long time to open or save documents to his hard drive. Which maintenance task can help?

A. Disk defragmentation

B. chkdsk command

C. fdisk command

D. Disk cleanup

Correct Answer: A

QUESTION 3

Wireless networks are subject to more security issues than standard wired networks. Which wireless security protocol
can prevent unauthorized devices from connecting to the wireless network?

A. WPA2
B. RSA
C. AES
D. DES

Correct Answer: A
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QUESTION 4
Jenny recently switched from broadband cable Internet to ADSL service with her local phone company.

To economize, she chose the self-installation option. It appears that her ADSL modem is not allowing her to connect to
the Internet. Which setting should she check first?

A. Loopback address
B. Software version
C. Default gateway
D. Device name

Correct Answer: C

QUESTION 5

Sam is a professor at a small college. Due to a scheduling conflict, he was unable to obtain access to the computer lab
to give the final exam. As an alternative, he asked students to bring their own devices (BYOD) and connect to the
college\\'s Wi-Fi for network access. What security risk is associated with this implementation?

A. Inability for students to share files

B. Inability for students to back up user files

C. Student devices sending unsecured data

D. Student devices being more susceptible to malware

Correct Answer: C

QUESTION 6

Gwen works for a small company where she has been asked to find a cost-effective option for providing comprehensive
customer service. The finance, technical support, sales and customer service departments all need to share information
about their customers. Gwen is considering adoption of a customer relationship management (CRM) application. Which
of the following would be the most cost-effective solution?

A. She can purchase a new server, then create and maintain the CRM in-house.

B. She can outsource all customer service so the company can focus on product development.

C. She can contract with a cloud service provider to host the CRM that her company\\'s employees can access.

D. She can hire a programmer to develop and maintain the CRM specific to her company\\'s needs, then have a service
provider host the application.

Correct Answer: C
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QUESTION 7

Configuring a wireless network involves several steps. Which of the following is a task that should be performed to
configure and connect to a wireless network?

A. Configure a certificate authority and configure the trust settings.

B. Configure the wireless AP\\'s SSID, encryption level and shared key.
C. Connect your computer to the same network hub as the wireless AP.
D. Connect your computer to the same network switch as the wireless AP.

Correct Answer: B

QUESTION 8

Which of the following statement about virtualization is true?

A. Virtualization enables multiple physical computers to run off of a single virtualized server.

B. In virtualization, you run multiple virtual machines, provided they all use the same operating system.

C. In virtualization, the operating systems of the virtual machines should match the host operating system.
D. Virtualization enables you to run multiple operating systems and applications on a single computer.

Correct Answer: D

QUESTION 9

You are a small-business owner and would like to encourage employees to bring their own devices (BYOD) to work.
Which of the following can help reduce the security risks associated with a BYOD implementation?

A. Expense accounts

B. Acceptable use policy

C. End user license agreement
D. In-house device maintenance

Correct Answer: B

QUESTION 10

Which type of attack involves the installation of malicious code on personal computers or servers that redirects Internet
traffic from a legitimate Web site to an identical-looking but malicious imposter Web site?
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A. Pharming
B. Spoofing
C. Phishing

D. Replay

Correct Answer: A
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