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QUESTION 1

In SmartDashboard, Translate destination on client side is checked in Global Properties. When Network Address
Translation is used: 

A. It is not necessary to add a static route to the Gateway\\'s routing table. 

B. It is necessary to add a static route to the Gateway\\'s routing table. 

C. The Security Gateway\\'s ARP file must be modified. 

D. VLAN tagging cannot be defined for any hosts protected by the Gateway. 

Correct Answer: A 

 

QUESTION 2

Check Point security components are divided into the following components: 

A. GUI Client, Security Gateway, WebUI interface 

B. GUI Client, Security Management, Security Gateway 

C. Security Gateway, WebUI interface, Consolidated Security Logs 

D. Security Management, Security Gateway, Consolidate Security Logs 

Correct Answer: B 

 

QUESTION 3

Which one of the following is NOT a configurable Compliance Regulation? 

A. GLBA 

B. CJIS 

C. SOCI 

D. NCIPA 

Correct Answer: C 

 

QUESTION 4

Which Check Point software blades could be enforced under Threat Prevention profile using Check Point R80.10
SmartConsole application? 

A. IPS, Anti-Bot, URL Filtering, Application Control, Threat Emulation 
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B. Firewall, IPS, Threat Emulation, Application Control 

C. IPS, Anti-Bot, Anti-Virus, Threat Emulation, Threat Extraction 

D. Firewall, IPS, Anti-Bot, Anti-Virus, Threat Emulation 

Correct Answer: C 

Reference: https://sc1.checkpoint.com/documents/R80.10/WebAdminGuides/EN/CP_R80.10_ThreatPrevention_Admin
Guide/html_frameset.htm?topic=documents/R80.10/WebAdminGuides/EN/
CP_R80.10_ThreatPrevention_AdminGuide/138383 

 

QUESTION 5

What GUI client would you use to view an IPS packet capture? 

A. SmartView Monitor 

B. SmartView Tracker 

C. Smart Update 

D. Smart Reporter 

Correct Answer: B 

Reference: https://sc1.checkpoint.com/documents/R76/CP_R76_IPS_AdminGuide/12766.htm 

 

QUESTION 6

Write the full fw command and syntax that you would use to troubleshoot ClusterXL sync issues. 

Correct Answer: fw tab -s -t connections  

 

QUESTION 7

The following command is used to verify the CPUSE version: 

A. HostName:0>show installer status build 

B. [Expert@HostName:0]#show installer status 

C. [Expert@HostName:0]#show installer status build 

D. HostName:0>show installer build 

Correct Answer: A 

Reference: http://dkcheckpoint.blogspot.com/2017/11/how-to-fix-deployment-agent-issues.html 
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QUESTION 8

In a zero downtime scenario, which command do you run manually after all cluster members are upgraded? 

Correct Answer: cphaconf set_ccp multicast  

 

QUESTION 9

The Firewall kernel is replicated multiple times, therefore: 

A. The Firewall kernel only touches the packet if the connection is accelerated 

B. The Firewall can run different policies per core 

C. The Firewall kernel is replicated only with new connections and deletes itself once the connection times out 

D. The Firewall can run the same policy on all cores 

Correct Answer: D 

On a Security Gateway with CoreXL enabled, the Firewall kernel is replicated multiple times. Each replicated copy, or
instance, runs on one processing core. These instances handle traffic concurrently, and each instance is a complete
and independent inspection kernel. When CoreXL is enabled, all the kernel instances in the Security Gateway process
traffic through the same interfaces and apply the same security policy. Reference:
https://sc1.checkpoint.com/documents/R77/CP_R77_PerformanceTuning_WebAdmin/6731.htm 

 

QUESTION 10

Fill in the blank: The tool ___________ generates a R80 Security Gateway configuration report. 

A. infoCP 

B. infoview 

C. cpinfo 

D. fw cpinfo 

Correct Answer: C 

 

QUESTION 11

MegaCorps\\' disaster recovery plan is past due for an update to the backup and restore section to enjoy the benefits of
the new distributed R80 installation. You must propose a plan that meets the following required and desired objectives: 

Required: Security Policy repository must be backed up no less frequently than every 24 hours. Desired: Back up R80
components enforcing the Security Policies at least once a week. 

Desired: Back up R80 logs at least once a week. 

You develop a disaster recovery plan proposing the following: 
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*

 Use the utility cron to run the command upgrade_export each night on the Security Management Servers. 

*

 Configure the organization\\'s routine backup software to back up files created by the command upgrade_export. 

*

 Configure GAiA back up utility to back up Security Gateways every Saturday night. 

*

 Use the utility cron to run the command upgrade_export each Saturday night on the log servers. 

*

 Configure an automatic, nightly logswitch. 

*

 Configure the organization\\'s routine back up software to back up the switched logs every night. The corporate IT
change review committee decides your plan: 

A. 

meets the required objective and only one desired objective. 

B. 

meets the required objective and both desired objectives. 

C. 

meets the rquired objective but does not meet either deisred objective. 

D. 

does not meet the required objective. 

Correct Answer: B 

 

QUESTION 12

Check Point Management (cpm) is the main management process in that it provides the architecture for a consolidated
management console. CPM allows the GUI client and management server to communicate via web service using
______. 

A. TCP port 19009 

B. TCP Port 18190 

C. TCP Port 18191 
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D. TCP Port 18209 

Correct Answer: B 

 

QUESTION 13

What is the command to see cluster status in cli expert mode? 

A. fw ctl stat 

B. clusterXL stat 

C. clusterXL status 

D. cphaprob stat 

Correct Answer: D 

 

QUESTION 14

What gives administrators more flexibility when configuring Captive Portal instead of LDAP query for Identity Awareness
authentication? 

A. Captive Portal is more secure than standard LDAP 

B. Nothing, LDAP query is required when configuring Captive Portal 

C. Captive Portal works with both configured users and guests 

D. Captive Portal is more transparent to the user 

Correct Answer: C 

 

QUESTION 15

How many confidence levels are there for IPS? 

A. four 

B. two 

C. five 

D. three 

Correct Answer: C 

Reference: https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=andsoluti
onid=sk116254 
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