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QUESTION 1

Which of the following are authentication methods that Security Gateway R77 uses to validate connection attempts?
Select the response below that includes the MOST complete list of valid authentication methods.

A. Proxied, User, Dynamic, Session
B. Connection, User, Client

C. User, Client, Session

D. User, Proxied, Session

Correct Answer: C

QUESTION 2

Many companies have defined more than one administrator. To increase security, only one administrator should be able
to install a Rule Base on a specific Firewall. How do you configure this?

A. Define a permission profile in SmartDashboard with read/write privileges, but restrict it to all other firewalls by placing
them in the Policy Targets field. Then, an administrator with this permission profile cannot install a policy on any Firewall
not listed here.

B. Put the one administrator in an Administrator group and configure this group in the specific Firewall object in
Advanced > Permission to Install.

C. In the object General Properties representing the specific Firewall, go to the Software Blades product list and select
Firewall. Right-click in the menu, select Administrator to Install to define only this administrator.

D. Right-click on the object representing the specific administrator, and select that Firewall in Policy Targets.

Correct Answer: B

QUESTION 3

What gives administrators more flexibility when configuring Captive Portal instead of LDAP query for Identity Awareness
authentication?

A. Captive Portal is more secure than standard LDAP

B. Nothing, LDAP query is required when configuring Captive Portal
C. Captive Portal works with both configured users and guests

D. Captive Portal is more transparent to the user

Correct Answer: C
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QUESTION 4

Typically, when you upgrade the Security Management Server, you install and configure a fresh R76
installation on a new computer and then migrate the database from the original machine. What is the
correct order of the steps below to successfully complete this procedure?

1) Export databases from source.

2) Connect target to network.

3) Prepare the source machine for export.

4) Import databases to target.

5) Install new version on target.

6) Test target deployment.

A.6,5/3,1,4,2

B.3,1,5,4,2,6

C.5,2,6,3,1,4

D.3,5,1,4,6,2

Correct Answer: D

QUESTION 5
Fill in the blank. To verify the SecureXL status, you would enter command
A. fwaccel stat

Correct Answer: A

QUESTION 6

Which of the following items should be configured for the Security Management Server to authenticate via LDAP?
A. Check Point Password

B. Active Directory Server object

C. Windows logon password

D. WMI object

Correct Answer: B
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QUESTION 7

Match the ClusterXL modes with their configurations. Exhibit:

Mode Configuration

A Legacy mode High Availability 1. Every member of the cluster receives all
packets sent to the cluster IP address,
with the load distributed among

all cluster members.

B. New mode High Availability 2. All machines may be active, basedon a
peak load algorithm. A failure of the active
machine causes a failover to a cluster
member bearing a lesser load.

C. Load Sharing Multicast mode 3. Provides a clustenng mechanism through
the use of cloned interface configuration
details.

D. Load Sharing Unicast mode 4 One machine in the cluster receives all

traffic from a router, and redistributes the
packets to other machines in the cluster,
implementing both Load Sharing and
redundancy.

5. Only one machine is active at any one
time. A failure of the active machinz
causes a failover to the next highest
priority machine in the cluster.

A. A-2,B-3, C-4, D-1
B. A-2,B-3,C-1,D-5
C.A-3,B-5,C-1, D4
D. A-5, B-2, C-4, D-1

Correct Answer: C

QUESTION 8

Which command will only show the number of entries in the connection table?
A. fw tab -t connections -s

B. fw tab -t connections -u

C. fw tab -t connections

D. fw tab

Correct Answer: A
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QUESTION 9

Where do you define NAT properties so that NAT is performed either client side or server side?
A. In Smart Dashboard under Gateway setting

B. In Smart Dashboard under Global Properties > NAT definition

C. In Smart Dashboard in the NAT Rules

D. In file $DFWDIR/lib/table.def

Correct Answer: B

QUESTION 10

Select the command set best used to verify proper failover function of a new ClusterXL configuration.
A. reboot

B. cphaprob -d failDevice -s problem -t O register / cphaprob -d failDevice unregister

C. clusterXL_admin down / clusterXL_admin up

D. cpstop/cpstart

Correct Answer: C

QUESTION 11

You find that Gateway fw2 can NOT be added to the cluster object. What are possible reasons for that? Exhibit:
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(i fw2is a memberin a YPN community,
(il Cluster¥lL software blade is not enabled on fw2,
(i)  fw2 is a DAIP Gateway.

1) fw2 is a member in a VPN community. 2) ClusterXL software blade is not enabled on fw2. 3) fw2 is a DAIP Gateway.
A.2o0r3

B.1lor2

C.lor3

D. All

Correct Answer: C

QUESTION 12

MultiCorp has bought company OmniCorp and now has two active AD domains. How would you deploy Identity
Awareness in this environment?

A. You must run an ADquery for every domain.
B. Identity Awareness can only manage one AD domain.
C. Only one ADquery is necessary to ask for all domains.

D. Only Captive Portal can be used.
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Correct Answer: A

QUESTION 13

What is the officially accepted diagnostic tool for IP Appliance Support?
A. ipsoinfo

B. CST

C. uag-diag

D. cpinfo

Correct Answer: B

QUESTION 14
is the called process that starts when opening Smart View Tracker application.
A. logtrackerd
B. fwlogd
C. CPLMD
D. FWM

Correct Answer: C

QUESTION 15

Which of the following is a CLI command for Security Gateway R77?
A. fw tab -u

B. fw shutdown

C. fw merge

D. fwm policy_print

Correct Answer: A
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