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QUESTION 1

A marketing firm\\'s networking team is trying to troubleshoot user complaints regarding access to audio-streaming
material from the Internet. The networking team asks you to check the object and rule configuration settings for the
perimeter Security Gateway. Which SmartConsole application should you use to check these objects and rules?
A. SmartViewTracker

B. SmartView Status

C. SmartView Monitor

D. SmartDashboard

Correct Answer: B

QUESTION 2

How do you verify a VPN Tunnel Interface (VTI) is configured properly?

A. vpn shell display interface detailed

B. vpn shell show interface detailed Export from the SmartView Tracker menu?
A. Exported log entries are deleted from fw.log.

B. Current logs are exported to a new\\'.log file.

C. Exported log entries are still viewable in SmartView Tracker.

D. Logs in fw.log are exported to a file that can be opened by Microsoft Excel

Correct Answer: D

QUESTION 7

Look at the Advanced Properties screen exhibit. What settings can you change to reduce the encryption overhead and
improve performance for your mesh VPN Community?
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A. Check the box "Use aggressive mode"

B. Change the "Renegotiate IPSec security associations every 3600 seconds” to 7200
C. Change the setting "Use Diffie-Hellman group:" to "Group 5 (1536 bit)"

D. Check the box "Use Perfect Forward Secrecy"

Correct Answer. B

QUESTION 8

You plan to migrate an NG with Application Intelligence (Al) R55 SmartCenter Server on Windows to VPN1 NGX R65.
You also plan to upgrade four VPN-1 Pro Gateways at remote offices, and one local VPN-1 Pro Gateway at your
company\\'s headquarters. The SmartCenter Server configuration must be migrated. What is the correct procedure to
migrate the configuration?

A. 1. Upgrade the five remote Gateways via SmartUpdate.

2. Upgrade the SmartCenter Server, using the NGX R65 CD.
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B. 1. From the VPN-1 NGX R65 CD on the SmartCenter Server, select "Upgrade”. 2 Reboot after installation and

upgrade all licenses via SmartUpdate.

3. Reinstall all gateways using NGX R65 and install a policy.

C. 1. From the VPN-1 NGX R65 CD in the SmartCenter Server, select "Export".

2.

Install VPN-1 NGX R65 on a new PC using the option "Installation using imported configuration".
3.

Reboot after installation and upgrade all licenses via SmartUpdate.

4,

Upgrade software on all five remote Gateways via SmartUpdate.

D. 1. Copy the $FWDIR\conf directory from the SmartCenter Server.

2.

Save directory contents to another file server.

3.

Uninstall the SmartCenter Server, and install a new SmartCenter Server.

4,

Move the saved directory contents to $FWDIR\conf replacing the default installation files.
5.

Reinstall all gateways using VPN-1 NGX R65 and install a Security Policy.

Correct Answer: C

QUESTION 9

What is a Consolidation Policy?

A. A global Policy used to share a common enforcement policy for multiple similar Security Gateways

B. The collective name of the logs generated by Eventia Reporter

C. The collective name of the Security Policy, Address Translation, and SmartDefense Policies

D. The specific Policy written in SmartDashboard to configure which log data is stored in the Eventia Reporter database

Correct Answer: D
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QUESTION 10

What physical machine must have access to the User Center public IP when checking for new packages with
SmartUpdate?

A. SmartUpdate installed SmartCenter Server PC

B. SmartUpdate GUI PC

C. VPN-1 Security Gateway getting the new upgrade package
D. SmartUpdate Repository SQL database Server

Correct Answer: B

QUESTION 11

Users are not prompted for authentication when they access their Web servers, even though you ave created an HTTP
rule via User Authentication. Why?

A. Users must use the SecuRemote Client, to use the User Authentication Rule.

B. YU have forgotten to place the User Authentication Rule before the Stealth Rule.
C. You checked the "cache password on desktop” option in Global Properties.

D. Another rule that accepts HTTP without authentication exists in the Rule Base.

Correct Answer: B

QUESTION 12

Which of the following would NOT be a reason for beginning with a fresh installation of VPN.1 NGX R65, instead of
upgrading a previous version to VPN.1 NGX R65?

A. You see a more logical way to organize your rules and objects.

B. YOU want to keep your Check Point configuration.

C. Your Security Policy includes rules and objects whose purpose you do not know.
D. Objects and rules\\' naming conventions have changed overtime.

Correct Answer: B

QUESTION 13

What must a public hospital Security Administrator do to comply with new health-care legislation requirements for
logging all traffic accepted through the perimeter Security Gateway?

A. Define two log servers on the VPN-1 NGX R65 Gateway object. Enable "Log Implied Rules" on the first log server.
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Enable "Log Rule Base" on the second log server. Use Eventia Reporter to merge the two log server records into the
same database for HIPPA log audits.

B. Install the "View Implicit Rules" package using SmartUpdate.

C. In Global Properties > Reporting Tools check the box "Enable tracking all rules (including rules marked as \V'None\\'
in the Track column). Send these logs to a secondary log server for a complete logging history Use your normal log
server for standard logging for troubleshooting.

D. Check the "Log Implied Rules Globally" box on the VPN-1 NGX R65 Gateway object.

Correct Answer: C

QUESTION 14

In a Management High Availability (HA) configuration, you can configure synchronization to occur automatically, when
(1)The Security Policy is installed.

(2)The Security Policy is saved.

(3)The Security Administrator logs in to the secondary SmartCenter Server, and changes its status to active.

(4)A scheduled event occurs.

(5)The

user database is installed.

Select the BEST response for the synchronization sequence. Choose One:

A

1,234
12,5

12,4
D.
134

Correct Answer: C

QUESTION 15

State Synchronization is enabled on both members in a cluster, and the Security Policy is successfully
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installed. No protocols or services have been deselected for "selective sync”. The following is the fw tab -t connections
-s output from both members:ls State Synchronization working properly between the two members?

A. Members A and B are synchronized, because #SLINKS are identical in the connections table.

B. Members A and B are not synchronized, because #VALS in the connections table are not close.

C. Members A and B are not synchronized, because #PEAKfor both members is not close in the connections table.
D. Members A and B are synchronized, because ID for both members is identical in the connections table.

Correct Answer: B
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