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QUESTION 1

To troubleshoot CloudGuard Controller, administrators can execute the following command: 

A. cloudguard troubleshoot 

B. cloudguard security 

C. cloudguard off 

D. cloudguard on 

Correct Answer: D 

 

QUESTION 2

After the cloud acquisition process finishes. Cloud Security Posture Security module secures access to cloud
environments by performing controls access to cloud environments by performing the following tasks: Visualizes
Security Policies in cloud environments, control access to protected cloud assets with short-term dynamic access
leases, and______________. 

A. Automatically Installs Policies 

B. Deploys new management resources 

C. Manages Network Security Groups 

D. Deploys new internal cloud resources 

Correct Answer: B 

 

QUESTION 3

What is an alternative method to double NAT in Azure? 

A. Scaling 

B. System Routes 

C. Peering 

D. User Defined Routes 

Correct Answer: C 

 

QUESTION 4

Which of these is true of the CloudGuard Controller? 
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A. CloudGuard Controller manually updates SmartConsole security tads and API connections 

B. CloudGuard Controller only displays cloud-based Security Gateway objects 

C. CloudGuard Controller maintains visibility of the protected cloud environment 

D. CoudGuard Control statically .denies Cloud resources created within a single cloud or a multi-cloud environment. 

Correct Answer: D 

 

QUESTION 5

The Security Administrator needs to reconfigure the API server, which command would need to be ran? 

A. api reboot 

B. api reconf 

C. api restart 

D. api reconfig 

Correct Answer: D 

 

QUESTION 6

What is the key component in securing and managing any environment? 

A. Security Management Server 

B. Security Gateway 

C. Security Policy 

D. Security Access 

Correct Answer: A 

 

QUESTION 7

Which of the following is a common limitation of cloud platforms? 

A. Network address translations 

B. Custom Route Tables 

C. Identity and Access Management 

D. Packet Forwarding 

Correct Answer: A 
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QUESTION 8

Which Security Gateway function inspects cloud applications and workload resources for malicious activity? 

A. Application Control 

B. Threat Prevention 

C. Identity Awareness 

D. Access Control 

Correct Answer: B 

 

QUESTION 9

What is Reliability according to the Five Pillars? 

A. The ability to use cloud resources efficiently for meeting system requirements, and maintaining that efficiency as
demand changes and technologies evolve 

B. The ability of a Workload to function correctly and consistently in all expected. 

C. The ability to support development and run workload effectively 

D. In terms of the cloud, security is about architecting every workload to prevent. 

Correct Answer: B 

The Reliability pillar encompasses the ability of a workload to perform its intended function correctly and consistently
when it\\'s expected to. This includes the ability to operate and test the workload through its total lifecycle. You can find
prescriptive guidance on implementation in the Reliability Pillar whitepaper. 

 

QUESTION 10

How does micro-segmentation create boundaries and provide network segmentation for CloudGuard? 

A. It creates borders within the cloud\\'s perimeter to protect the major inbound and outbound traffic intersections. 

B. Micro-segmentation does not create boundaries. 

C. It applies a Security Gateway that enforces firewall policies to accept legitimate network traffic flows and deny
unauthorized traffic 

D. It places inspection points between different applications, services, and single hosts within the same network
segment. 

Correct Answer: A 
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QUESTION 11

What can Data Center Objects represent? 

A. vNets. VPCs or Network Security Groups 

B. Compute. Regions or Availability Zones 

C. Public IP. Private IP NAT or IAM roles 

D. Cloud Data Center. Tags, subnets, or hosts 

Correct Answer: C 

 

QUESTION 12

What is vertical scaling? 

A. Tunes the environment up and down according to the resource capacity needs 

B. Tunes the environment by automatically adding or removing resource to the SDN 

C. Tunes the environment by manually adding or removing resource to an SDDC 

D. Scaling method that does not require a system shutdown to add or remove resources. 

Correct Answer: A 

 

QUESTION 13

Cloud Security Posture Management operational modes for cloud accounts are: 

A. Read Only, Full Protection. Region Lock 

B. Read Only, Read/Write. Region Lock 

C. Read Only, Read/Write. Full Protection 

D. Read/Write, Partial Protection, Full Protection 

Correct Answer: A 

 

 

QUESTION 14

What is the CloudGuard solution? 

A. Check Point solution for private and public cloud 

B. Check Point solution for public cloud 
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C. Check Point solution for private cloud 

D. Check Point virtual gateway 

Correct Answer: A 

 

QUESTION 15

What is Cloud Security according to the Five Pillars? 

A. The ability to support development and run workloads effectively 

B. The ability of a Workload to function correctly and consistently in all expected 

C. The ability to use cloud resources efficiently for meeting system requirements, and maintaining that efficiency as
demands changes and technologies evolve 

D. In terms of tie cloud, security is about architecting every workload to prevent 

Correct Answer: D 
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