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QUESTION 1

Where is the encryption domain for a SmartLSM Security Gateway configured in R71? 

A. Inside the SmartLSM Security Gateway object in the SmartDashboard GUI 

B. Inside the SmartLSM Security Gateway profile in the SmartProvisioning GUI 

C. Inside the SmartLSM Security Gateway object in the SmartProvisioning GUI 

D. Inside the SmartLSM Security Gateway profile in the SmartDashboard GUI 

Correct Answer: B 

 

QUESTION 2

How does a standby SmartCenter Server receive logs from all Security Gateways, when an active SmartCenter Server
fails over? 

A. The remote Gateways must set up SIC with the secondary SmartCenter Server, for logging. 

B. Establish Secure Internal Communications (SIC) between the primary and secondary Servers. The secondary Server
can then receive logs from the Gateways, when the active Server fails over. 

C. On the Log Servers screen (from the Logs and Masters tree on the gateway object\\'s General Properties screen),
add the secondary SmartCenter Server object as the additional log server. Reinstall the Security Policy. 

D. Create a Check Point host object to represent the standby SmartCenter Server. Then select "Secondary
SmartCenter Server" and Log Server", from the list of Check Point Products on the General properties screen. 

E. The secondary Server\\'s host name and IP address must be added to the Masters file, on the remote Gateways. 

Correct Answer: C 

 

QUESTION 3

What SmartConsole application allows you to change the Log Consolidation Policy? 

A. SmartDashboard 

B. SmartReporter 

C. SmartUpdate 

D. SmartEvent Server 

Correct Answer: A 

 

QUESTION 4
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Which is NOT a method through which Identity Awareness receives its identities? 

A. GPO 

B. Captive Portal 

C. AD Query 

D. Identity Agent 

Correct Answer: A 

 

QUESTION 5

Which of the following is the default port for Management Portal? 

A. 4434 

B. 443 

C. 444 

D. 4433 

Correct Answer: D 

 

QUESTION 6

What is the best tool to produce a report which represents historical system information? 

A. SmartView Tracker 

B. Smartview Monitor 

C. SmartReporter-Standard Reports 

D. SmartReporter-Express Reports 

Correct Answer: D 

 

QUESTION 7

Which Check Point QoS feature allows a Security Administrator to define special classes of service for delay-sensitive
applications? 

A. Guarantees 

B. Weighted Fair Queuing 

C. Differentiated Services 
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D. Low Latency Queuing 

Correct Answer: D 

 

QUESTION 8

Steve is troubleshooting a connection problem with an internal application. If he knows the source IP address is
192.168.4.125, how could he filter this traffic? 

A. Run fw monitor -e "accept dsrc=192.168.4.125;" 

B. Run fw monitor -e "accept dst=192.168.4.125;" 

C. Run fw monitor -e "accept ip=192.168.4.125;" 

D. Run fw monitor -e "accept src=192.168.4.125;" 

Correct Answer: D 

 

QUESTION 9

Which specific R71 GUI would you use to view the length of time a TCP connection was open? 

A. SmartReporter 

B. SmartView Monitor 

C. SmartView Status 

D. SmartView Tracker 

Correct Answer: D 

 

QUESTION 10

Stephanie wants to reduce the encryption overhead and improve performance for her mesh VPN Community. The
Advanced VPN Properties screen below displays adjusted page settings:What can Stephanie do to achieve her goal? 
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A. Check the box "Use Perfect Forward Secrecy" 

B. Change the setting "Use DiffiE. Hellman group" to "Group 5 (1536 bit)" 

C. Check the box "Use aggressive mode" 

D. Check the box "Support IP compression" 

E. Reduce the setting "Renegotiate IKE security associations every" to "720" 

Correct Answer: D 

 

QUESTION 11

A user attempts to initialize a network application using SSL Network Extender. The application fails to start. What is the
MOST LIKELY solution? 

A. Select the option Auto-detect client capabilities. 

B. Select the option Enable SSL Network Extender Application Mode only. 
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C. Select the option Turn off all SSL tunneling clients. 

D. Select the option Enable SSL Network Extender Network Mode only. 

Correct Answer: B 

 

QUESTION 12

Which of the following is NOT a LDAP server option in SmartDirectory? 

A. Novell_DS 

B. Netscape_DS 

C. OPSEC_DS 

D. Standard_DS 

Correct Answer: D 

 

QUESTION 13

Which statement is TRUE for route-based VPNs? 

A. Route-based VPNs replace domain-based VPNs. 

B. Route-based VPNs are a form of partial overlap VPN Domain. 

C. IP Pool NAT must be configured on each gateway. 

D. Dynamic-routing protocols are not required. 

Correct Answer: D 

 

QUESTION 14

When troubleshooting user authentication, you may see the following entries in a debug of the user authentication
process. In which order are these messages likely to appear? 

A. make_au, au_auth, au_fetchuser, au_auth_auth, cpLdapCheck, cpLdapGetUser 

B. cpLdapGetUser, au_fetchuser, cpLdapCheck, make_au, au_auth, au_auth_auth 

C. make_au, au_auth, au_fetchuser, cpLdapGetUser, cpLdapCheck, au_auth_auth 

D. au_fetchuser, make_au, au_auth, cpLdapGetUser, au_auth_auth, cpLdapCheck 

Correct Answer: C 
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QUESTION 15

Yoav is a Security Administrator preparing to implement a VPN solution for his multi-site organization. To comply with
industry regulations, Yoav\\'s VPN solution must meet the following requirements: 

Portability: Standard 

Key management: Automatic, external PKI 

Session keys: Changed at configured times during a connection\\'s lifetime 

Key length: No less than 128-bit 

Data integrity: Secure against inversion and brutE. force attacks What is the most appropriate setting Yoav should
choose? 

A. IKE VPNs: AES encryption for IKE Phase 1, and DES encryption for Phase 2; SHA1 hash 

B. IKE VPNs: SHA1 encryption for IKE Phase 1, and MD5 encryption for Phase 2; AES hash 

C. IKE VPNs: CAST encryption for IKE Phase 1, and SHA1 encryption for Phase 2; DES hash 

D. IKE VPNs: AES encryption for IKE Phase 1, and AES encryption for Phase 2; SHA1 hash 

E. IKE VPNs: DES encryption for IKE Phase 1, and 3DES encryption for Phase 2; MD5 hash 

Correct Answer: D 
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