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QUESTION 1

Which statement defines Public Key Infrastructure? Security is provided: 

A. By authentication 

B. By Certificate Authorities, digital certificates, and two-way symmetric- key encryption 

C. By Certificate Authorities, digital certificates, and public key encryption. 

D. Via both private and public keys, without the use of digital Certificates. 

Correct Answer: C 

 

QUESTION 2

What do you use to view a R71 Security Gateway\\'s status, including CPU use, amount of virtual memory, percent of
free hard-disk space, and version? 

A. Only possible via command line tools 

B. SmartView Tracker 

C. SmartView Monitor 

D. SmartUpdate 

Correct Answer: C 

 

QUESTION 3

When you hide a rule in a Rule Base, how can you then disable the rule? 

A. Use the search utility in SmartDashboard to view all hidden rules Select the relevant rule and click Disable Rule(s). 

B. Right-click on the hidden rule place-holder bar and select Disable Rule(s). 

C. Right-click on the hidden rule place-holder bar and uncheck Hide, then right-click and select Disable Rule(s); re-hide
the rule. 

D. Hidden rules are already effectively disabled from Security Gateway enforcement. 

Correct Answer: C 

 

QUESTION 4

In SmartDashboard, you configure 45 MB as the required free hard-disk space to accommodate logs. What can you do
to keep old log files, when free space falls below 45 MB? 
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A. Configure a script to run fw logswitch and SCP the output file to a separate file server. 

B. Do nothing. Old logs are deleted, until free space is restored. 

C. Use the fwm logexport command to export the old log files to another location. 

D. Do nothing. The Security Management Server automatically copies old logs to a backup server before purging. 

Correct Answer: A 

 

QUESTION 5

You have traveling salesmen connecting to your VPN community from all over the world. Which technology would you
choose? 

A. SSL VPN: It has more secure and robust encryption schemes than IPsec. 

B. IPsec: It allows complex setups that match any network situation available to the client, i.e. connection from a private
customer network or various hotel networks. 

C. SSL VPN: It only requires HTTPS connections between client and server. These are most likely open from all
networks, unlike IPsec, which uses protocols and ports which are blocked by many sites. 

D. IPsec: It offers encryption, authentication, replay protection and all algorithms that are state of the art (AES) or that
perform very well. It is native to many client operating systems, so setup can easily be scripted. 

Correct Answer: C 

 

QUESTION 6

Static NAT connections, by default, translate on which inspection point of the firewall kernel? 

A. Outbound 

B. Eitherbound 

C. Inbound 

D. Post-inbound 

Correct Answer: C 

 

QUESTION 7

Which of the following objects is a valid source in an authentication rule? 

A. User@Network 

B. User@Any 

C. Host@Any 
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D. User_group@Network 

Correct Answer: D 

 

QUESTION 8

How is wear on the flash storage device mitigated on appliance diskless platforms? 

A. A RAM drive reduces the swap file thrashing which causes fast wear on the device. 

B. The external PCMCIA-based flash extension has the swap file mapped to it, allowing easy replacement. 

C. Issue FW-1 bases its package structure on the Security Management Server, dynamically loading when the firewall is
booted. 

D. PRAM flash devices are used, eliminating the longevity. 

Correct Answer: A 

 

QUESTION 9

What is the desired outcome when running the command cpinfo -z -o cpinfo.out? 

A. Send output to a file called cpinfo.out in compressed format. 

B. Send output to a file called cpinfo.out in usable format for the CP InfoView utility. 

C. Send output to a file called cpinfo.out without address resolution. 

D. Send output to a file called cpinfo.out and provide a screen print at the same time. 

Correct Answer: A 

 

QUESTION 10

You install and deploy SecurePlatform with default settings. You allow Visitor Mode in the Remote Access properties of
the Gateway object and install policy, but SecureClient refuses to connect. What is the cause of this? 

A. Set Visitor Mode in Policy > Global Properties / Remote-Access / VPN - Advanced. 

B. Office mode is not configured. 

C. The WebUI on SecurePlatform runs on port 443 (HTTPS). When you configure Visitor Mode it cannot bind to default
port 443, because it\\'s used by another program (WebUI). You need to change the WebUI port, or run Visitor Mode on
a different port. 

D. You need to start SSL Network Extender first, than use Visitor Mode. 

Correct Answer: C 
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QUESTION 11

You need to back up the routing, interface, and DNS configuration information from your R71 SecurePlatform Security
Gateway. Which backup-and-restore solution do you use? 

A. SecurePlatform backup utilities 

B. upgrade_export and upgrade_import commands 

C. Database Revision Control 

D. Manual copies of the $FWDIR/conf directory 

Correct Answer: A 

 

QUESTION 12

In which IKE phase are IKE SA\\'s negotiated? 

A. Phase 4 

B. Phase 1 

C. Phase 3 

D. Phase 2 

Correct Answer: B 

 

QUESTION 13

Which Security Servers can perform authentication tasks, but CANNOT perform content security tasks? 

A. HTTPS 

B. Telnet 

C. FTP 

D. HTTP 

Correct Answer: B 

 

QUESTION 14

If you were NOT using IKE aggressive mode for your IPsec tunnel, how many packets would you see for normal Phase
1 exchange? 

A. 6 

B. 2 
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C. 3 

D. 9 

Correct Answer: A 

 

QUESTION 15

Which of the following is NOT supported with Office Mode? 

A. SecuRemote 

B. SSL Network Extender 

C. SecureClient 

D. Endpoint Connect 

Correct Answer: A 
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