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QUESTION 1

Which of the following is NOT a valid "fwaccel" parameter?
A. stat

B. stats

C. templates

D. packets

Correct Answer: D

Reference: https://supportcenter.checkpoint.com/supportcenter/portal?
eventSubmit_doGoviewsolutiondetails=andsolutionid=sk41397

QUESTION 2

Fill in the blank: The R80 utility fw monitor is used to troubleshoot

A. User data base corruption
B. LDAP conflicts

C. Traffic issues

D. Phase two key negotiation

Correct Answer: C

QUESTION 3

What is the proper syntax to enter the "central database" that contains all objects within the Postgres database?
A. psql_client cpm postgres

B. psql_client checkpoint postgres

C. psgl_client central_database postgres

D. In clish: show postgres main

Correct Answer: A

QUESTION 4

What command, when combined with IPS traffic, will give you information that can be used to determine if adjustments
can be made to improve performance and security?
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A. # fw ctl ips stats

B. # $FWDIR/bin/get_ips_statistics.sh

C. # $FWDIR/scripts/get_ips_statistics.sh
D. > show ips all statistics

Correct Answer: C

QUESTION 5

Your customer is experiencing problems connecting to the Security Management Server via SmartConsole. You
suggest testing the connection to the SMS with GuiBedit from the client machine. This connection was successful. Now
you suggest enabling debug to investigate possible issues with connections to SMS via SmartConsole. Which process
does the customer need to debug on the SMS?

A. cpd

B. fwd

C.cpm

D. fwm

Correct Answer: C

Reference: https://supportcenter.checkpoint.com/supportcenter/portal?
eventSubmit_doGoviewsolutiondetails=andsolutionid=sk97638

QUESTION 6

According to the CCSM manual what is the first step in generating vpn debugging information?
A. Enter "vpn debug off" then "vpn debug on"

B. Turn the firewall of then on again

C. Kill all traffic over the VPN and enter "vpn tu" in Expert mode

D. Enter "vpn debug ikeon"

Correct Answer: A

QUESTION 7

You need to investigate issues with policy installation on the Security Gateway side. Which process will you debug and
how?

A. cpd; cpd_admin debug on TDERROR_ALL_ALL=5
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B. cpd; fw ctl debug on —m cpd

C. fwm; fw debug fwm on TDERROR_ALL_ALL=5
D. fwd; fw debug fwd on TDERROR_ALL_ALL=5
Correct Answer: A

Reference: https://downloads.checkpoint.com/fileserver/SOURCE/direct/ID/11844/FILE/How-ToTroubleshoot-Policy-
Installation-Issues.pdf

QUESTION 8

Which of the following is NOT a feature of ClusterXL?

A. Transparent upgrades

B. Zero downtime for mission-critical environments with State Synchronization

C. Enhanced throughput in all ClusterXL modes (2 gateway cluster compared with 1 gateway)
D. Transparent failover in case of device failures

Correct Answer: C

Reference: https://scl.checkpoint.com/documents/R76/CP_R76_ClusterXL_AdminGuide/7292.htm

QUESTION 9

On a production Check Point Gateway that is running Check Point Acceleration features, is it possible to reset SIC
without affecting the production machines?

A. Yes, use the cp_conf command

B. No, Reset SIC using cpconfig during a change window

C. Yes, use the vi utility to edit CP HKLM_registry.data Registry File
D. No, Reset SIC on the Gateway first and then in SmartConsole
Correct Answer: A

Reference: https://securityguy225.wordpress.com/2015/06/11/how-to-reset-sic-without-restarting-allcheckpoint-process/

QUESTION 10
When debugging object configurations in SmartConsole, which new Windows Environment Variable must be added?
A. EMBEDDED_SDB_LOG

B. EMBEDDED_CPSC_LOG
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C. EMBEDDED_DBS_log
D. EMBEDDED_SCDB_LOG

Correct Answer: A

QUESTION 11

A Firewall administrator is attempting to push a policy to a new Security Gateway for a remote office but the installation
fails. The Management Server IP is 10.1.1.101. Initial troubleshooting shows that policy is successfully transferred to the
Gateway. What command would you use to attempt to identify the cause of the issue?

A. fw ctl debug —T —f > /var/log/p_debug.txt

B. cp_merge export_policy —s 10.1.1.101 —n Standard $var/log/

C. fw ctl debug -m 10.1.1.101

D. fw fetchlocal —d $FWDIR/state/_tmp/FW1

Correct Answer: D

QUESTION 12

How many layers are incorporated in IPS detection and what are they called?

A. 4 layers — Passive Streaming Library (PSL), Protocol Parsers, Context Management, Protections
B. 3 layers — Active Streaming Library (ASL), CMI, Protections

C. 4 layers — Active Streaming Library (ASL), Protocol Parsers, Context Management, Protections
D. 3 layers — Protocol Parsers, CMI, Protections

Correct Answer: A

QUESTION 13

When troubleshooting static NAT, you would follow all the steps below, EXCEPT:
A. Verify NAT configuration

B. Debug NAT

C. Run "fw tab -t fwx_alloc"

D. Run "fw ctl arp" command
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Correct Answer: C

QUESTION 14

By default, how long does the UDP connection remain on the state table?
A. 30 Seconds

B. 30 minutes

C. 60 minutes

D. 40 Seconds

Correct Answer: D

Reference: https://community.checkpoint.com/t5/General-Topics/R80-x-Performance-Tuning-TipConnection-Table/td-
p/41581#:~:text=For%20example%2C%20the%20default%20session,(TCP%20to% 203600%20seconds).

QUESTION 15

When an object is created via SmartConsole or the API server, a command is sent to which process?
A. To the CPM process

B. To the CPD process

C. To the FWD process

D. To the FWM process

Correct Answer: A

Reference: https://community.checkpoint.com/t5/Policy-Management/R80-x-Policy-Installation-Flowchart/ td-p/67458
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