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QUESTION 1

intrusion detection involves comparing traffic to known characteristics of malicious traffic, known as attack
signatures.

A. Pattern matching
B. Statistical anomaly
C. Behavioral analysis
D. Host

E. Network

Correct Answer: A

QUESTION 2

A(n) occurs when intrusion-detection measures fail to recognize suspicious traffic or activity.
A. False positive

B. False negative

C. CIFS pop-up

D. Threshold

E. Alarm

Correct Answer: B

QUESTION 3

What type of document contains information on alternative business locations, IT resources, and personnel?
A. End-user license agreement

B. Nondisclosure agreement

C. Acceptable use policy

D. Security policy

E. Business continuity plan

Correct Answer: E
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QUESTION 4

What is the purpose of resource isolation?

A. To reduce the level of broadcast traffic on physical segments.

B. To ensure that anyone accessing a resource has appropriate integrity.

C. To automate the creation of access control lists and Trusted Computing Bases.
D. To enforce access controls, and clearly separate resources from each other.

E. To make people buy more computers than they really need.

Correct Answer: D

QUESTION 5

A new U.S. Federal Information Processing Standard specifies a cryptographic algorithm. This algorithm is
used by U.S. government organizations to protect sensitive, but unclassified, information.

What is the name of this Standard?

A. Triple DES

B. Blowfish

C. AES

D. CAST

E. RSA

Correct Answer: C

QUESTION 6

Which of the following represents a valid reason for testing a patch on a nonproduction system, before applying it to a
production system?

A. Patches may re-enable services previously disabled.
B. Patches are a kind of virus.

C. Patches always overwrite user data.

D. Only patches on vendor-pressed CDs can be trusted.
E. Patches usually break important system functionality.

Correct Answer: A
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QUESTION 7

To protect its information assets, ABC Company purchases a safeguard that costs $60,000. The annual cost to maintain

the safeguard is estimated to be $40,000. The aggregate Annualized Loss Expectancy for the risks the safeguard is
expected to mitigate is $50,000. At this rate of return, how long will it take ABC Company to recoup the cost of the

safeguard?

A. ABC Company will never recoup the cost of this safeguard.

B. Less than 7 years
C. Less than 3 years
D. Less than 1 year

E. Less than 5 years

Correct Answer: B

QUESTION 8

Public servers are typically placed in the
A. Restricted Entry Zone

B. Open Zone

C. Internet Zone

D. Demilitarized Zone

E. Public Entry Zone

Correct Answer: D

QUESTION 9

, to enhance security.

A attack uses multiple systems to launch a coordinated attack.

A. Distributed denial-of-service
B. Teardrop

C. Birthday

D. FTP Bounce

E. Salami

Correct Answer: A
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QUESTION 10

Which of the following is NOT a restriction, for partners accessing internal corporate resources through an extranet?
A. Preventing modification of restricted information

B. Using restricted programs, to access databases and other information resources

C. Allowing access from any location

D. Preventing access to any network resource, other than those explicitly permitted

E. Viewing inventory levels for partner products only

Correct Answer: C

QUESTION 11

Which of the following is MOST likely to cause management to view a security-needs proposal as invalid?
A. Real-world examples

B. Exaggeration

C. Ranked threats

D. Quantified risks

E. Temperate manner

Correct Answer: B

QUESTION 12
Which of the following statements about the maintenance and review of information security policies is NOT true?

A. The review and maintenance of security policies should be tied to the performance evaluations of accountable
individuals.

B. Review requirements should be included in the security policies themselves.

C. When business requirements change, security policies should be reviewed to confirm that policies reflect the new
business requirements.

D. Functional users and information custodians are ultimately responsible for the accuracy and relevance of information
security policies.

E. In the absence of changes to business requirements and processes, information-security policy reviews should be
annual.

Correct Answer: D
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QUESTION 13
A posture provides many levels of security possibilities, for access control.

A. Layered defensive
B. Multiple offensive
C. Flat defensive

D. Reactive defensive
E. Proactive offensive

Correct Answer: A

QUESTION 14

The items listed below are examples of controls.

*Procedures and policies *Employee security-awareness training *Employee background checks *Increasing
management security awareness

A. Technical

B. Administrative
C. Role-based
D. Mandatory

E. Physical

Correct Answer: B

QUESTION 15

ABC Corporation\\'s network is configured such that a user must log in individually at each server and access control.
Which type of authentication is in use?

A. Role-based access control
B. Three-factor authentication
C. Single sign-on

D. Hybrid access control

E. Mandatory sign-on

Correct Answer: E

Latest 156-110 Dumps | 156-110 PDF Dumps | 156-110 Braindumps 6/7


https://www.certbus.com/156-110.html
https://www.certbus.com/156-110.html
https://www.certbus.com/156-110.html

www.CertBus.com https://www.certbus.com/156-110.html
CE RTBUS 2024 Latest certbus 156-110 PDF and VCE dumps Download

Latest 156-110 Dumps 156-110 PDF Dumps 156-110 Braindumps

Latest 156-110 Dumps | 156-110 PDF Dumps | 156-110 Braindumps 717


https://www.certbus.com/156-110.html
https://www.certbus.com/156-110.html
https://www.certbus.com/156-110.html
http://www.tcpdf.org
https://www.certbus.com/156-110.html
https://www.certbus.com/156-110.html
https://www.certbus.com/156-110.html

