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QUESTION 1

Which RSA SecurlD authentication method can use alphabetic characters as part of the user\\'s PASSCODE?
A. Key Fob

B. PINPad

C. On-demand authentication

D. Software Token in PINPad mode

Correct Answer: A

QUESTION 2

A user is trying to authenticate to establish a VPN connection but receives an "Access Denied" message. The most
recent authentication log entry for the user shows the message: "PIN Rejected".

What should the next action be?

A. Clear the user\\'s PIN.

B. Resynchronize the user\\'s token.

C. Clear the VPN Agent\\'s Node Secret.

D. Instruct the user to log in using only a tokencode.

Correct Answer: D

QUESTION 3

Token expiration dates:

A. Appear on the token display thirty days prior to expiration.

B. Are programmed into a token record at the time of manufacture.

C. Vary according to the date set by the administrator when assigning the token.

D. Depend on the clock in the Authentication Agent to determine if the token is active.

Correct Answer: B
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QUESTION 4

A user password policy can be used to define

A. Which character strings can not be used for passwords.

B. The number of password attempts before a user is locked out.

C. Which RSA SecurlD token types can be used with or without PINs.

D. If Windows Password Integration is used with Authentication Manager.

Correct Answer: A

QUESTION 5

When assigning a user a Temporary Fixed Tokencode to replace a lost token, what is the default value for the expiration
period of that Tokencode?

A. 24 hours
B. 5 days

C. 14 days
D. 30 days

Correct Answer: C

QUESTION 6

If the option "Automatically delete replaced tokens" is selected, the token records will be deleted when
A. new tokens are imported.

B. the token expiration date is reached.

C. the Administrator unassigns the token from a user.

D. a user logs in successfully with a new assigned token.

Correct Answer: D

QUESTION 7

If a user is NOT a member of an Authentication Manager user group, which of the following statements is true?
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A. The user can not be restricted to certain login times.

B. The user can not be forced to adhere to password polices.

C. The user can not take advantage of Risk-Based authentication.
D. The user can not log on to an unrestricted Authentication Agent.

Correct Answer: A

QUESTION 8

Within which RSA Authentication Manager menu would you configure the number of incorrect PASSCODES that will
invoke Next Tokencode Mode?

A. Policies

B. System Setup

C. Identity Settings
D. RADIUS Lockout

Correct Answer: A

QUESTION 9

If Windows Password Integration is enabled and a Fixed Passcode is assigned to a user, it is important that the Fixed
Passcode have the same number of characters as the user\\'s Windows password.

A. False
B. True

Correct Answer: B

QUESTION 10

An Authentication Manager user can exist in only one Security Domain at any one time.
A. True

B. False

Correct Answer: A

QUESTION 11
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If the RSA Authentication Manager places a token into Next Tokencode Mode, and the user waits for three minutes
(three tokencode increments) to enter his/her next tokencode, what will be the expected result?

A. Authentication Manager will not accept the value because it is not sequential.

B. The authentication will be successful even though the input was delayed.

C. Authentication Manager will ask for a third tokencode, so that it has two sequential codes.
D. Authentication Manager will assume that the token has been stolen, and disable the token.

Correct Answer: A

QUESTION 12

An RSA SecurlD tokencode is unique for each successful authentication because
A. a token periodically calculates a new code.

B. the user continuously changes their secret PIN.

C. the Node Secret is updated after each authentication.

D. the Authenticaiton Manager instance clock is set to Universal Coordinated Time.

Correct Answer: A

QUESTION 13

What action will allow an Authentication Agent to register automatically with RSA Authentication Manager?
A. Edit the Authentication Agent Access Policy to allow auto-registration

B. Enable "Allow authentication agent auto-registration” in the Agent record

C. Select the option to "Allow Auto Registration" during installation of the Agent

D. Add "Auto-Registration=ALLOW" as a parameter value in the sdconf.rec file

Correct Answer: B

QUESTION 14

Which of the following services is NOT an option to users through the Self-Service Console?
A. Changing a password or PIN

B. Creating an individual PIN policy

C. Requesting a replacement token
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D. Resynchronizing an RSA SecurlD token

Correct Answer: B

QUESTION 15

The term "Silent Collection” refers to gathering information about a user\\'s access and authentication patterns.
A. True

B. False

Correct Answer: A
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